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TOP 10 ATTACK TECHNIQUES USED
ATTACK TECHNIQUES USED IN IN EMAIL ATTACKS IN 2025
EMAIL ATTACKS 2025

homoglyph

TECHNIQUE DESCRIPTIONS


https://www.mdpi.com/2571-5577/8/4/93
https://en.wikipedia.org/wiki/Homoglyph

ATTACHMENT USE AND FILE-TYPES FOR MALICIOUS THE RANSOMWARE
TYPES IN ATTACKS PAYLOADS 2025 RESURGENCE OF 2025

Hornetsecurity data

shows

AUTOMATION, Al, AND THE
NEW RANSOMWARE PLAYBOOK
FILE TYPE DEFINITIONS



https://www.hornetsecurity.com/en/blog/ransomware-impact-report-2025-press-release/
https://www.hornetsecurity.com/en/blog/ransomware-impact-report-2025-press-release/

ENTRY POINTS: PHISHING LOSES RECOVERY AND RESILIENCE:
GROUND, ENDPOINTS RISE THE SILVER LINING

OUTLOOK: RESILIENCE IS RISING, ADOPTION: RAPID GROWTH,
BUT SO ARE THE THREATS UNEVEN GOVERNANCE

CISO PERSPECTIVES: BALANCING
Al PROMISE AND PERIL

Hornetsecurity’s 2025 CISO

Insights Poll

TRAINING FATIGUE AND THE
“FALSE COMPLIANCE” TRAP

GOVERNANCE: STRATEGY STILL
LAGS BEHIND THREAT REALITY



https://www.hornetsecurity.com/en/blog/ciso-insights/
https://www.hornetsecurity.com/en/blog/ciso-insights/

SECURITY TEAM ADOPTION: CAREFUL,

CONTROLLED, AND TACTICAL

END-USER AWARENESS: THE NEW EMERGING THREATS: DEEPFAKES, MODEL
HUMAN RISK FACTOR POISONING, AND DATA LEAKS

FROM CURIOSITY TO CAPABILITY

CHALLENGES IN IMPLEMENTATION:
THE PRACTICAL BARRIERS

LEADERSHIP UNDERSTANDING:
THE AWARENESS GAP AT THE TOP




OCTOBER 2024 — INTERNET ARCHIVE

BREACH AND DDOS ATTACK

JANUARY 2025 — CRITICAL VPN ZERO DAY
EXPLOITS (IVANTI & SONICWALL)

DECEMBER 2024 — U.S. TREASURY
HACK BY CHINESE APT



JUNE 2025 — UNFI RANSOMWARE ATTACK
DISRUPTS FOOD SUPPLY CHAIN

JULY 2025 — “TOOLSHELL"” ZERO DAY

ATTACKS ON MICROSOFT SHAREPOINT
MARCH 2025 - JUNIPER NETWORKS
ROUTER ESPIONAGE CAMPAIGN
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JULY 2025 - INGRAM MICRO
RANSOMWARE ATTACK

JULY 2025 — SCATTERED SPIDER HACKS
(AIRLINES AND RETAIL — QANTAS BREACH)


https://www.hornetsecurity.com/en/blog/sharepoint-vulnerability/

AUGUST 2025 — SALESLOFT+DRIFT SEPTEMBER 2025 - JAGUAR LAND ROVER OCTOBERC%ONTER_OEISIS%OMpLETE




DID WE GET LAST YEAR'’S
PREDICTIONS RIGHT?

NIS2 Directive recruitment
and emergency reserves

costs businesses over a €1million

OpenAl Anthropic
put out reports

35,000 malicious
packages in npm in August 2025

third-party driv-

0S kernel
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incorporating Rust Android

Memory Integrity Enforcement

class action lawsuit



https://openai.com/global-affairs/disrupting-malicious-uses-of-ai-june-2025/
https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
https://openai.com/global-affairs/disrupting-malicious-uses-of-ai-october-2025/
https://www.cnbc.com/2025/09/25/judge-anthropic-case-preliminary-ok-to-1point5b-settlement-with-authors.html
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.hornetsecurity.com/en/blog/nis2-directive/
https://www.infosecurity-magazine.com/news/nis2-compliance-strain-budgets/
https://www.infosecurity-magazine.com/news/nis2-compliance-strain-budgets/
https://www.infosecurity-magazine.com/news/dora-compliance-costs-soar/
https://ossf.github.io/malicious-packages/stats/
https://ossf.github.io/malicious-packages/stats/
https://techcommunity.microsoft.com/blog/windowsdriverdev/towards-rust-in-windows-drivers/4449718
https://techcommunity.microsoft.com/blog/windowsdriverdev/towards-rust-in-windows-drivers/4449718
https://www.youtube.com/watch?v=uDtMuS7BExE
https://pentiumsoak.com/the-rise-of-rust-in-the-linux-kernel-transforming-security-stability-in-2025/
https://medium.com/cybersecurity-and-iot/how-googles-switch-to-rust-programming-is-redefining-android-s-security-a-52-drop-in-memory-29620cd46e0a
https://security.apple.com/blog/memory-integrity-enforcement/

Tandon School of Engineering study
THE SECURITY LAB'’S 2026 PREDICTIONS

Evilginx
Echoleak in
M365 Copilot (Aim Labs)
North Korean infiltrator
OWASP LLM01:2025
Prompt Injection
Detecting phishing kits now will also force a down-

and Countering Misuse of Al grade

2025 NYU



https://www.aim.security/post/echoleak-blogpost
https://www.aim.security/post/echoleak-blogpost
https://genai.owasp.org/llmrisk/llm01-prompt-injection/
https://genai.owasp.org/llmrisk/llm01-prompt-injection/
https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
https://www.anthropic.com/news/detecting-countering-misuse-aug-2025
https://arxiv.org/abs/2508.20444v1
https://arxiv.org/abs/2508.20444v1
https://github.com/kgretzky/evilginx2
https://www.proofpoint.com/us/blog/threat-insight/dont-phish-let-me-down-fido-authentication-downgrade
https://www.proofpoint.com/us/blog/threat-insight/dont-phish-let-me-down-fido-authentication-downgrade
https://en.wikipedia.org/wiki/North_Korean_remote_worker_scheme

ATT&CK MATRIX

Less likely

The period of vulnerability for critical
data (with a 10-year lifespan) compro-
mised by ‘harvest now, decrypt later’

attacks before PQC transition.

el Create PQC transition plan

Commence PQC transition

Complete PQC transition

More likely

Cruptographically

Relevant Quantum Computer

Shor’s algorithm

Grover’s algorithm

SumCrypt-OpenSSL

B
@

in their CryptoKit

crypto agility

RISKS FOR ORGANIZATIONS IN 2026

Swiss cheese model



https://attack.mitre.org/matrices/enterprise/cloud/saas/
https://postquantum.com/post-quantum/crqc/
https://postquantum.com/post-quantum/crqc/
https://en.wikipedia.org/wiki/Shor%27s_algorithm
https://en.wikipedia.org/wiki/Grover%27s_algorithm
https://github.com/microsoft/SymCrypt-OpenSSL
https://developer.apple.com/videos/play/wwdc2025/314/
https://developer.apple.com/videos/play/wwdc2025/314/
https://en.wikipedia.org/wiki/Cryptographic_agility
https://en.wikipedia.org/wiki/Swiss_cheese_model

End-User Security Awareness Training

A CYBER RESILIENT ORGANIZATION

Backup and recovery capabilities
on-premises data

Compliance and governance

Zero Trust spot phishing at-
tempts Least privilege and sharing control
Al powered cyber assistant
only the Continuous
permissions they need to do their job Threat Exposure Management Partner with us to keep your busi-
ness safe.
supply chain

A HOLISTIC SECURITY STRATEGY

Next-Gen Spam/Malware detection with ATP



https://community.isc2.org/ijoyk78323/attachments/ijoyk78323/industry-news/5604/1/g21f.pdf
https://www.hornetsecurity.com/en/services/365-permission-manager/
https://www.hornetsecurity.com/en/services/365-permission-manager/
https://www.hornetsecurity.com/en/services/security-awareness-service/
https://www.hornetsecurity.com/en/services/security-awareness-service/
https://en.wikipedia.org/wiki/Continuous_Threat_Exposure_Management
https://en.wikipedia.org/wiki/Continuous_Threat_Exposure_Management
https://www.hornetsecurity.com/en/blog/supply-chain-attacks/
https://www.hornetsecurity.com/en/services/advanced-threat-protection/
https://www.hornetsecurity.com/en/services/security-awareness-service/
https://www.hornetsecurity.com/en/services/365-total-backup/
https://www.hornetsecurity.com/en/services/vm-backup/
https://www.hornetsecurity.com/en/services/365-total-protection/
https://www.hornetsecurity.com/en/services/365-permission-manager/
https://www.hornetsecurity.com/en/services/ai-cyber-assistant/
https://www.hornetsecurity.com/en/
https://www.hornetsecurity.com/en/
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https://www.hornetsecurity.com/en/services/365-total-protection/

https://www.hornetsecurity.com/en/blog/ransomware-impact-report-2025-press-release/

https://www.hornetsecurity.com/en/blog/ciso-insights/

https://www.hornetsecurity.com/en/blog/sharepoint-vulnerability/

https://openai.com/global-affairs/disrupting-malicious-uses-of-ai-june-2025/

https://www.anthropic.com/news/detecting-countering-misuse-aug-2025

https://openai.com/global-affairs/disrupting-malicious-uses-of-ai-october-2025/
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https://www.europarl.europa.eu/topics/en/article/20230601ST093804/eu-ai-act-first-regulation-on-artificial-in-
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https://www.hornetsecurity.com/en/blog/nis2-directive/

https://www.infosecurity-magazine.com/news/nis2-compliance-strain-budgets/

https://www.infosecurity-magazine.com/news/dora-compliance-costs-soar/

https://ossf.github.io/malicious-packages/stats/

https://techcommunity.microsoft.com/blog/windowsdriverdev/towards-rust-in-windows-drivers/4449718

https://www.youtube.com/watch?v=uDtMuS7BEXE

https://pentiumsoak.com/the-rise-of-rust-in-the-linux-kernel-transforming-security-stability-in-2025/

https://medium.com/cybersecurity-and-iot/how-googles-switch-to-rust-programming-is-redefining-android-s-se-
curity-a-52-drop-in-memory-29620cd46e0a

https://security.apple.com/blog/memory-integrity-enforcement/

https://www.aim.security/post/echoleak-blogpost

https://genai.owasp.org/llmrisk/llm0O1-prompt-injection/
https://arxiv.org/abs/2508.20444v1

https://github.com/kgretzky/evilginx2

https://en.wikipedia.org/wiki/North_Korean_remote_worker_scheme

https://attack.mitre.org/matrices/enterprise/cloud/saas/

https://postquantum.com/post-quantum/crgc/

https://en.wikipedia.org/wiki/Shor%?27s_algorithm

https://en.wikipedia.org/wiki/Grover%?27s_algorithm

https://github.com/microsoft/SymCrypt-OpenSSL

https://developer.apple.com/videos/play/wwdc2025/314/

https://en.wikipedia.org/wiki/Cryptographic_agility

https://en.wikipedia.org/wiki/Swiss_cheese_model

https://community.isc2.org/ijoyk78323/attachments/ijoyk78323/industry-news/5604/1/g21f.pdf

https://en.wikipedia.org/wiki/Continuous_Threat_Exposure_Management

https://www.hornetsecurity.com/en/blog/supply-chain-attacks/

https://www.hornetsecurity.com/en/services/advanced-threat-protection/

https://www.hornetsecurity.com/en/services/security-awareness-service/

https://www.hornetsecurity.com/en/services/365-total-backu

https://www.hornetsecurity.com/en/services/vm-backup/

https://www.hornetsecurity.com/en/services/365-total-protection/

https://www.hornetsecurity.com/en/services/365-permission-manager/

https://www.hornetsecurity.com/en/services/ai-cyber-assistant

https://www.hornetsecurity.com
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ANDY SYREWICZE

Andy has over 20 years’ experience in providing technology
solutions across several industry verticals. He specializes in
Infrastructure, Cloud, and the Microsoft 365 Suite.

Andy holds the Microsoft MVP award in Security.

PAUL SCHNACKENBURG

Paul Schnackenburg started in IT when DOS and 286 pro-
cessors were the cutting edge. He runs Expert IT Solutions,
an MSP on the Sunshine Coast in Australia.

Paul is a well-respected technology author and active in
the community, writing in-depth technical articles, focused
on cybersecurity, Microsoft 365 and related cloud services.

He holds MCSE, MCSA, MCT certifications.




