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https://www.techtarget.com/searchsecurity/news/252513538/SonicWall-Ransomware-attacks-increased-105-in-2021
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https://www.techtarget.com/searchsecurity/news/252513538/SonicWall-Ransomware-attacks-increased-105-in-2021
https://www.verizon.com/business/resources/reports/dbir/
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
https://www.safetydetectives.com/blog/ransomware-statistics/
https://www.safetydetectives.com/blog/ransomware-statistics/
https://storage.googleapis.com/vtpublic/vt-ransomware-report-2021.pdf


THREAT SITUATION: RANSOMWARE ON THE RISE

Nearly 6 in 10 ransomware 

attacks originated from malicious 

email or phishing attacks

15% of ransomware attacks 

targeted specifically backup storage

Costs for downtime and data loss can 

amount to millions of €



What we think a hacker looks like?

The new reality of Threat Actors/Hackers!
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BACKUP IS THE LAST LINE OF DEFENCE
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Tamper-proof backup data whilst under the

defined immutable policy

Peace of mind from ransomware attacks

Extra layer of security above the existing

offsite storage functionality

No need for retaining unnecessary data and 

incurring high costs as retention operates seamlessly

on the cloud repository



KEY FEATURES OF VM BACKUP V9

IMMUTABILITY OF BACKUPS

Protection against ransomware attacks and rogue admins

Available for Wasabi and Amazon S3

Maintain use of augmented in-line deduplication for cost savings

SCALABILITY & ROBUSTNESS ENHANCEMENTS

VM Backup installations can now handle larger infrastractures

Designed with the growing needs of our customers in mind



KEY FEATURES OF VM BACKUP V9

SUPPORT FOR THE LATEST VERSIONS OF HYPER-V and VMWARE

VMware, vCenter & vSphere 8

Windows Server 2022, Azure Stack HCI 22H2

OTHER PERFORMANCE IMPROVEMENTS

Retention operations now run in parallel with backup operations

Disk space is utilised more efficiently



BACKUP FUNCTIONS

Hot/Live Backups: Perform backups at any time needed at the push of a button without requiring 

any downtime

WAN-optimized replication: Continuous replication of virtual machines to another site

Continuous Data Protection (CDP) & Flexible backup scheduling: fully automatic backup at 

individual time settings (as frequently as every 5 min)

Concurrency: Simultaneous backup of multiple virtual machines

Retention policies: Define and change retention times for onsite backups and offsite copies

Grandfather-Father-Son Archiving (GFS): Set up dedicated hierarchical backup intervals for years, 

months, and weeks.

Direct Cloud Storage Integration: Directly integrates with Microsoft Azure, Amazon S3 and Wasabi 

Cloud Storage



Boot from Backup: Boot directly from the backup location

Instant Business Continuity: Optimized time to boot of replicated virtual machines

Recovery as clone: restore of virtual machines of the same or other hypervisors

Exchange item-level restore: restore individual mailboxes or emails from a backed 

up Exchange VM

Sandbox Restoring & Backup Verification: Set up a recovery and test scenario for 

the backup database

Granular Restore: File-based recovery of files or folders from backed up Windows 

VMs



BACKUP & RECOVERY FOR VMWARE & HYPER-V



AUGMENTED INLINE DEDUPLICATION

Dramatically reduced storage requirements for backups

Much faster backups

Less data transferred, thus loads of bandwidth saved

Common data is only transfered to the backup or offsite 

location ONCE, without the need for Post-Process Deduplication

Use of variable block size Deduplication for the 

best efficiency

Deduplication is not taxing on server 

performance
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STATS ON DEDUPLICATION

Sample of 100 customers’ data
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RESTORING YOUR VMS

Full VM Restore

Restore clone

Restore different versions

Restore to different host

Boot from Backup Drive

Granular Restore

File level restore - Instantly browse the contents of the VHD/VMDK files of the VM, choose 

which files/folders you would like, and restore just these files/folders to a specified location on disk

Exchange item level restore - Instantly browse the contents of a Microsoft Exchange 

(2007 or later) database inside the VM you have backed up, and restore individual items

from the Microsoft Exchange Database to a PST. 



09.05.2023 16

RESTORING YOUR VMS

Boot from Backup

Instant Boot from Backup

Enables users to instantly boot any VM version directly from the 

backup location, thus drastically reducing RTOs (Recovery Time 

Objectives)

Verification mode: Instantly boot up your backed up VMs for 

verification

Recovery Mode: If disaster strikes, the VM can be booted up instantly 

from the backup drive with minimal downtime, while the VM is 

restored back to the Hypervisor in the background. 

A simple VM reboot completes the recovery process and preserves any 

changes done while the VM was booted.
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RESTORING YOUR VMS

Sandbox Restore & Verification

Run manual or automated integrity checks of your backup data

Verify Backup Folders – Verify backup data checksums without 

requiring additional disk space or attaching the VM to the hypervisor

Full Test Restore – Fully restore a VM and attach to the hypervisor 

while in a sandbox environment to ensure that it boots, without 

affecting the production environment 



09.05.2023 18

CLOUD MANAGEMENT CONSOLE (CMC)

Monitor, configure & manage all your Altaro VM Backup installations from a 

single Cloud console

Access Portal from anywhere

Remotely assign Configuration Templates 

Trigger backups/restores from an online portal

Remote Management

Multi-tenancy 

Real-time status updates

Saved Searches & Alerts

Subscription Licensing for 

Partners

Available right now for Partners 

& MSPs, 



PRODUCT INSIGHTS - IMMUTABILITY



PRODUCT INSIGHTS - IMMUTABILITY



VM BACKUP KEY POINTS

Easily back up and replicate virtual machine hosted on Microsoft 

Hyper-V and Vmware, as well as physical Microsoft servers

Ransomware Protection leveraging Immutable Cloud Storage

Ease of use through intuitive interface and minimal 

maintenance

Scalable for any company size

Optimized performance: fast, small backups, resource-saving



Feature comparison: 

Edition: Standard Unlimited Unlimited Plus

Features

• Basic Backup

• Scheduling

• Basic Restore

• Offsite Backups

• Encryption

• File Level Restore

• Restore to different host

• Priority Tech Support

Standard Edition features

+ 

• Augmented Inline 

Deduplication

• Boot from Backup

• Support for Clusters & 

vCenter

• Exchange Level Restore

Unlimited Edition features

+

• WAN-Optimized Replication

• CDP

• Back up to Azure, Amazon S3, 

Wasabi

• Immutable Backups on Amazon 

S3 and Wasabi

• Control Panel (CP)

EDITIONS & LICENSING



EDITIONS & LICENSING

Monthly Subscription Perpetual & SMA

• Most flexible option: no 

upfront cost, pay per use 

- per backed up VM per 

month

One edition: Unlimited 

Plus

Support, updates and 

version upgrades 

included in monthly fee

• Perpetual license: per 
host (unlimited 
sockets and VMs)

• Choose your edition: 
Unlimited Plus, Unlimited 
or Standard

• SMA necessary to 
receive support, updates 
and version upgrades
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THREATS
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Network

61%

Endpoint

19%

Email 8%

Web 

12%

93%
All breaches are attacks                            

targeting people, 

96% via email

Why is email security so important?

IT SECURITY SPENDING

Source* Gartner & Verizon DBIR
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info@westmoreland.org.ac

info@westmoerland.org.ac

BECAUSE IT ADAPTS – MAKES IT EASIER TO TARGET

OUR BRAIN STRUGGLES?

mailto:info@westmoreland.org.ac
mailto:info@westmoerland.org.ac
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SOCIAL ENGINEERING ATTACKS ON COMPANIES





PHISHING TEST

https://phishingquiz.withgoogle.com/


NEXT STEPS

• Download V9 from https://www.altaro.com/downloads.php

• Until 30th June 2023

• Buy V9 with first year SMA get 2nd year FREE

• Buy V9 with additional year SMA get 3rd year FREE

• colin.wright@hornetsecurity.com

• carsten.haak@hornetsecurity.com

https://www.altaro.com/downloads.php
mailto:colin.wright@hornetsecurity.com
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