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HOW TO MODERNIZE YOUR EMAIL
SECURITY WITH NEXT-GEN ATP
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Agenda

O Introductions
O What is Advanced Threat Protection and Why do You Need It?

O Recent Enhancements to ATP by Hornetsecurity

O Live Demo
-_
O Wrap-Upand Q & A
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YOUR PRESENTER TODAY

Andy Syrewicze has been in the IT Industry for more than
20 years, is a Microsoft MVP, and is currently a Security
Evangelist fFor Hornetsecurity.

Andy Syrewicze

Technical Evangelist
Microsoft MVP
Mastadon - @andysandwich@infosec.exchange
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YOUR PRESENTER TODAY

Matt Frye has been in the IT Industry for more than
25 years, was a Microsoft evangelist, headed up an MSP for

10 years and currently Head of up Presales, Training and
Education at Hornetsecurity.

Matthew Frye
Head of Presales
Head of Training and Education
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HORNETSECURITY — LEADING CLOUD EMAIL SECURITY,
COMPLIANCE, AND BACKUP PROVIDER

* Qur portfolio

- 365 Total Protection - Covers all aspects of security for Microsoft 365: from spam,
malware, and threat protection, compliance and email management, to backup and
recovery

- 5,000+ partners & 50,000+ customers worldwide

- .
3 * About Hornetsecurity

HORNETSECURITY - In-house development: From the initial idea to the final product, our services are
planned, conceived, and developed in house

- In-house support in our offices in German, English, Spanish, and French

- Security Lab: 24/7 monitoring of email traffic; continuous evaluation, analysis, and
reporting of email threats




HORNETSECURITY WORLDWIDE
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Ready for
Take OFF

2007

.9

HOW IT ALL STARTED — OUR STORY

S

with over 200

2008 2010

Beqginning of
internationa-
lization

Presence in more
than 10 countries

sales partners

Over 25,000
companies
as customers

Market leader
in Germany;
Awarded with

Deloitte Technology
Fast 50 Award

AN | Over
H¥ | 550 resellers
worldwide

antispameurope
becomes
Hornetsecurity
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10 years of

Hornetsecurity;

Foundation of
US subsidiary

Acquisition of
AVIRA Spamfilter
division; Market
leader in German-
speaking region

A

Swisscom;
Acquisition of
Spamina

A

Partnership with
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Acquisition of
EveryCloud

[A]

Acquisition of
IT-Seal

A

Acquisition of
ALTARO;
Acquisition of
ZEROSPAM



GROWTH FIGURES EMPLOYEES
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WHAT IS ADVANCED THREAT PROTECTION (ATP)?

AND WHY DO | NEED IT?

)
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ARE TRADITIONAL DETECTION METHODS ENOUGH?

Can'’t Detected Zero-
Days

O Exclusive facts & fiqures from the
Hornetsecurity Security Lab - (average):

« 33120 new email-based threats observed
oN an average day

12996 ransomware attacks per hour

« 361 "sophisticated" phishing attacks per
minute

« 8 multi-vector (phone, email) fraud
attacks per minute



ADVANCED THREAT PROTECTION

O Protects companies against targeted
and individual attacks

O Al-based Targeted Fraud Forensics:
‘h © Malicious Document Decryption
ADVANCED O Comprehensive threat analysis through a
HORNETSECURITY THREAT

PROTECTION

sandbox engine

O Real Time Alerts




Sender : Hornetsecurity ] Customer
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Email Server

Spam and ATP
Malware
Protection

Notifications



ATTACKS ARE GETTING MORE SOPHISTICATED

39.6% Phishing
26.5% Other
12.5% URL

8.2% Advance-fee scam
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3.7% Extortion

3.5% Executable in archive/disk-image
2.8% Maldoc
1.8% HTML

1.1% Impersonation

0.4% PDF

Source: Hornetsecurity Cyber Security Report 2023



MALICIOUS CONTENT LOADING... 2 @@ @

O The most popular attachments for spreading malware
O 28.0% Archive
O 21.0% HTML
O 12.7% Word
O 12.4% PDF

e
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O |Industry Email Threat Index

O 4.7 Automotive ! !
O 4.6 Retail w
O 4.6 Manufacturing

O 4.6 Education
O 45 Research

Source: Hornetsecurity Cyber Security Report 2023
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HOW DOES ATP HELP?

EXE

POF

OFFICE

ARCHIVE

S

BINARY ANALYTICS
MACRO URL . «/ ANTI VM EVASION DETECTION
_’
METADATA OBFUSCATION . «/ MACHINE LEARNING ENGINE
OBJECTS AVASCRIPT —
SJECT JAVASC . «/ FILESYSTEM MONITOR
g@ ‘E N . «/ NETWORK TRAFFIC ANALYSIS
 PROCESS- AND REGISTRY
HEURISTIC STATIC ZERO HOUR MONITOR
ANALYSIS THREAT
OUTBREAK FORENSIC MEMORY
DETECION ' ANALYSIS

REPORTING AND
DATA ANALYTICS

LIVE THREAT
MONITOR

SECURITY
ALERTS

ATP-REPORTS

FORENSIC
INFORMATION



RECENT ENHANCEMENTS TO
ADVANCED THREAT PROTECTION
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ATP-FEATURE ENHANCEMENT: SECURE LINKS

O Protects users from malicious links in emails

O Replaces the original link with a rewritten version that goes through
Hornetsecurity's secure web gateway
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O Enhancing ATP



NEW ATP-FEATURE: SECURE LINKS

O Step 1: Rewrites the URL in the received email — if the user hovers over the
link, they can see the rewritten URL which leads to our secure web gateway.

O Step 2: Clicking the link initiates the recursive scan of the target site and all

‘h individual links.

HORNETSECURITY

RRRRRRRRRRRRRRR

WARNING
The requested web page might not be trustworthy because it was not possible to perform a full scan of the web page.

Reason-10: mock_internal_reason 0.0.00
Request-10: secure-links01-hz1/S{PNLKg/7j-002069

ighly discourage you from visiting the web page. If you visit the web page, your device and/or network
ecurity might be affected



NEW ATP-FEATURE: SECURE LINKS

O Step 3: When malicious content is discovered, access to the target page is
blocked.

O Step 4: If no malicious content is found, the user will be taken to the desired

‘h page.

HORNETSECURITY

B @ ) o Secure Links is a part of Advanced Threat Protection and a

revamp of URL Rewriting

ADVANCED . . o
Sy O With new powerful algorithms and advanced scanning

Ul technology, it provides fast and reliable results




Cybercriminals increasingly use QR codes in

ee® = YourPa yPal verification code

emails to send malicious links to recipients
@ mw.v.:.mn com <servi ypal.com>
N\ Why is this problematic? »
Here's your verification code
Elisy
HORNETSECURITY
QR Code Analyzer detects QR codes embedded in other
images too
Further Enhancing ATP P poyeal

Now a service that offers protection from even more
attacks, malware, ransomware, blended attacks, CEO fraud,
Web Links and now also from malicious QR codes.

O @ 60 O

*Reference: https://bitly.com/blog/wp-content/uploads/2022/07/Bitly-QR-Code-Index-H1-2022-Report.pdf
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WE PROTECT YOU
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ENRICHING THE MICROSOFT 365 SOLUTION WITH HORNETSECURITY'S
PRODUCT PORTFOLIO

365 TOTAL PROTECTION
BUSINESS
(PLAN 1)

365 TOTAL PROTECTION
ENTERPRISE
(PLAN 2)

O

365 TOTAL PROTECTION
ENTERPRISE BACKUP
(PLAN 3)

365 TOTAL PROTECTION
COMPLIANCE & AWARENESS

(PLAN 4)

NEXT-LEVEL MICROSOFT 365 SECURITY

PREMIUM NEXT-LEVEL MICROSOFT 365 SECURITY

SECURITY & BACKUP FOR MICROSOF T 3565

SECURITY, BACKUP, COMPLIANCE
FOR MICROSOFT 365
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CYBER SECURITY REPORT
A

CYBER /

SECURITY
o Available now  REPORT

—
O Currently available in

English, German, and Spanish AN IN-DEPTH ANALYSIS OF
THE MICROSOFT 365

g THREAT LANDSCAPE

HORNETSECURITY

O https://www.hornetsecurity.com/en/cyber-security-report

Chapter 1 — Executive Summary

By leveraging its huge user cstaset, ity y 2 detased
examination of emaii-based threats and distill s into Important inssghts for IT security pro-
fessionals. Email continues to be @ ven Impartant communication channel

However, in 0w analysis of more than 75 bilion emals, 40.5% are categorized a8 “unwanted”

8 05% increase from 2021, 94.5% of Lnwanted emails e 5pam OF rejected OLLright due to
external indiators, and just aver 5% weve flagged as malicious.

BREAKDOWN OF 25 BILLION EMAILS

94.5%

SPAM or REJECTED MALICIOUS



https://www.hornetsecurity.com/en/cyber-security-report
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How Would You Like Us to Follow Up?

L v -

Sign me up for your I'd Like a Free Trial of 365 Schedule an individual
newsletters! Total Protection! appointment with one of our
experts

*Type your selection in the Q & A Box!
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QUIZ TIME! — AMAZON GIFT CARD GIVEAWAY!

~ amazoncom
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ASK A QUESTION!
Do you have questions or input of your own?




HORNETSECURITY



	Folie 1
	Folie 2: HOW TO MODERNIZE YOUR EMAIL SECURITY WITH NEXT-GEN ATP
	Folie 3: Agenda
	Folie 4: YOUR PRESENTER TODAY
	Folie 5: YOUR PRESENTER TODAY
	Folie 6
	Folie 7
	Folie 8: HOW IT ALL STARTED – OUR STORY
	Folie 9: GROWTH FIGURES EMPLOYEES
	Folie 10: WHAT IS ADVANCED THREAT PROTECTION (ATP)?
	Folie 11: ARE TRADITIONAL DETECTION METHODS ENOUGH?
	Folie 12: ADVANCED THREAT PROTECTION
	Folie 13: ADVANCED THREAT PROTECTION – WHERE DOES IT FIT?
	Folie 14: ATTACKS ARE GETTING MORE SOPHISTICATED
	Folie 15: MALICIOUS CONTENT LOADING…
	Folie 16: HOW DOES ATP HELP?
	Folie 17: Recent Enhancements to Advanced Threat Protection
	Folie 18: ATP-FEATURE ENHANCEMENT: SECURE LINKS
	Folie 19: NEW ATP-FEATURE: SECURE LINKS
	Folie 20: NEW ATP-FEATURE: SECURE LINKS
	Folie 21: NEW ATP-FEATURE: THE QR CODE ANALYZER
	Folie 22
	Folie 23: WE PROTECT YOU
	Folie 24: Enriching the Microsoft 365 solution with Hornetsecurity's product portfolio
	Folie 26: CYBER SECURITY REPORT
	Folie 27: How Would You Like Us to Follow Up?
	Folie 28: QUIZ TIME! – AMAZON GIFT CARD GIVEAWAY!
	Folie 29: ASK A QUESTION! Do you have questions or input of your own?
	Folie 30

