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INTRODUCTION

The concept of involving end users in the defense of your business against cyber threats isn't new,
but over the last few years the concept of a cyber resilient organization has gained traction. This is
important as criminals are becoming more prolific and persistent in their attacks, as evidenced by
the 1.1 billion USD in ransomware payments globally in 2023. To compound this threat even further,
the sophistication of attacks is also rapidly accelerating largely due to the widespread proliferation
and accessibility of Al technologies.

In this eBook we'll investigate why phishing is a serious threat to your business, how you can
protect your organization by involving your users in stopping the threat using modern training
approaches, and the benefits for an organization that builds a strong cyber resilient workforce.
We'll look at several real-world examples of phishing emails, examining what signs give them away
as malicious, and how Al tools are empowering attacks. We will then take a look at the psychology
of lures, and how they hijack our natural instincts and use them against us.

Finally, we'll present the practical steps involved in training users in how to respond to this current
and escalating threat and how a well-planned approach will deliver the best results in the evolving
game of developing cyber resiliency.
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Hornetsecurity processes 45 billion emails a year, so we're in a very good position to understand the
risks and spot new attacks and trends.

Chapter 1 provides a summary of the risk and potential consequences of a successful phishing
attack against your business. If you already know the basics of phishing attacks feel free to skip
this section and jump straight into Chapter 2 where present key email threat statistics and trends
derived from Hornetsecurity's huge user database (an analysis of more than 45 billion emails).
We'll then look at email hygiene solutions and explain why they'll never catch 100% of all malicious
messages (although we come very close).

This is Followed by a look at the benefits of this training for your overall cyber resiliency, and the
risks if you don't do it. Chapter 3 centers on an autopsy of ten genuine phishing emails, including
some of the most successful ones we've encountered. We highlight the telltale signs and clues to
look for that give it away as malicious. This “hands-on" training has been proven to be particularly
helpful fFor memory retention.

After this we'll go into the psychology and human factors, and underline why technology alone will
never be the only solution — you also need to train your users to be “politely paranoid”.

We'll round off the book with some practical steps to take when implementing the Security Aware-
ness Service in your organization.

Phishing — an insidious risk to your organization
The need for Security Awareness Training

Real world phishing emails

Phishing in the Age of Al

Why we fall for scams

Conclusion
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Phishing remains the number one attack vector
for criminals to establish a fFoothold in your or-
ganization. Even in this day and age of Teams,
Slack and their cousins being used for collab-
oration and communication, email remains the
most common way to exchange information
with people outside an organization. And it's
got inertia because it's been there for so many
decades, and everyone knows how to use email,
both in their personal and work lives.

This also makes it the perfect channel for the
bad quys to “show up in front of" your users,
masquerading as someone trustworthy. At the
lowest level thisinvolves impersonating a trust-
ed company — DHL / Fedex ("we're delivering a
parcel and need you to click here to validate the
address"), or your bank / credit card company
(“click here to validate this anomalous transac-
tion we've flagged"). And of course, there's the
OG phishing scam — “I'm a Nigerian prince with
money to give away and | just need you to help
me out with the transfer”. These are sent in bulk
because evenif only1in 1,000 makes it through
to a user's inbox and only 1in 1,000 clicks it, for
each million | send, | get one hit.

Stepping it up a bit are more customized cam-
paigns, targeting specific countries or regions,
with specific lures related to current affairs
and impersonating companies more likely to be
trusted by the recipients in that geography.

Finally, we have spear phishing with highly cus-
tomized lures, sent in much smaller volumes
but where criminals have done their homework
and use people and companies that your users
are already collaborating with, ensuring 3 much
higher success rate.

SHARPEN YOUR INSTINCTS
WITH AI-POWERED
E-TRAINING
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In all cases — if a user falls for the lure and clicks
the link, or downloads the attachment, or en-
ters their login details on the fake sign-in page,
the consequences can be dire.

That single click or download can be the start of
a major incident. In cybersecurity we talk about
the kill chain, the steps an attacker must take to
achieve their end goal, which could be theft of
your intellectual property, or encryption of all
files in @ ransomware attack.

There are many variants, and depending on
the attacker and the target, not all steps are
required but generally they start with Recon-
naissance to understand your business and
what lures are most likely to generate a click
(and your revenue to know how much they can
demand in ransom for your files / systems).
This is followed by Compromise, gaining that
first fFoothold, Moving Laterally to compromise
other user accounts and systems, achieving
control over the environment (“ODomain domi-
nance"), ExFiltration of data so that you can be
further incentivized to pay the attacker to not
have your data leaked. And if it's @ ransomware
attack, this is followed by the actual encryption
of your files.

And all from that single click by a user — which
is why phishing is such an important attack
vector to understand and defend against.
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THE RISK IN NUMBERS

Out of the 45 billion emails analyzed in
Hornetsecurity's Cybersecurity Report 2024,
36.4% were labelled unwanted. Out of this third,
96.4% were spam, with 3.6% classified as mali-
cious.

In this slice of malicious emails, phishing took
the top spot at 43.3% (3 4% increase over the
previous year) followed by 30.5% emails with
malicious URLs (an 18% increase over the pre-
vious 12 months). Where there were malicious
attachments, the most common was HTML
files (371%), followed by PDFs (23.3%) and then
archives such as ZIP files at 20.8%.

Jad %€l

GETTING AS CLOSE AS POSSIBLE TO A
“CLEAN FEED"

All email hygiene systems follow the same basic
architecture. Start by filtering out emails com-
ing from known bad email servers and known
bad domains by just refusing the connection.
Then, look at the DNS records (SPF - Sender
Policy Framework, DMARC - Domain-based
Message Authentication, Reporting and Con-
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formance, and DKIM - DomainKeys l|dentified
Mail) to Filter out suspicious senders. Emails
that make it through these first gates are then
scanned by multiple anti-malware engines to
spot any known viruses and filter those out.

In Hornetsecurity's case, this is followed by
Advanced Threat Protection, which inspects
each email and its attachments in a sandbox,
opening the files to look for any suspicious
actions they perform, and using Machine Learn-
ing (ML) and over 500 signals to provide a ver-
dict if the file / email is leqgitimate or not. And
if we later identify an email as malicious after
delivery we can reach into any mailboxes where
it has already been delivered and delete it.

4 A
ADVANCED THREAT

@ PROTECTION

. _/

This is an ongoing arms race, with attackers
adjusting their tactics, types of attachment,
obfuscating the malicious code and so forth,
all to avoid detection. Our Security Lab experts,
together with the ever-learning ML model
tweak our detections to stop as close to 100%
of all malicious emails as possible.

However, no system will catch every single bad
messaqge, and this is where the cybersecurity
concept of defense in depth comes in. In any
complex IT system, you want to have multi-
ple layers of protection, so that if the attack-
ers penetrate one, they still have others to get
through before they get to their prize. In this
case, that's your “human firewalls", trained staff
who know what signs to look for with their
sharpened instincts.
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In this chapter, we'll present a series of real-world phishing emails, with personal details altered or obfus-
cated to protect the innocent.

These are useful for training users to spot the clues that something is trying to trick them, so feel free
to use these in your training materials.

Let's start with a classic, the Nigerian prince scam, also known as an These try to
make victims believe that they are the recipients of a large amount of money (emotion trigger: greed),
but to receive it, they must pay a fee (“transfer fee” or "handling fee"). Here's a simple example:

Mr William angel < Jmail.com:

undisclosed-recipients:;

t Thank you very much for your kind message

Thank you very much for your kind message.

Please note that we will open account in your name as JP Morgan chase
mobile banking app which you will use your mobile telephone or system
to transfer your fund (US$10.500,000,00) from your JP Morgan chase
mobile banking app to any bank of your choice we will also send you
ATM card .Please kindly confirm if this is OK by you so that I will
proceed and registered accordingly.So, we are rest assured that we
have concluded every necessary arrangement on how to open an account
in your name, and credited your account immediately we opened the
account. If only you can heed to our advice, you will live not to
regret it at all.

This is just a piece of advice out of our own will. So, I advise you
to do this great favor to yourself as you will never regret ever doing
it. This is a new banking system .nPlease I don't want you to lose
this fund out of ignorance, so be wise before it will be too late for
you. 5o, you have to be fast about this payment of yours so that you
will have a relaxed mind.

Please kindly proceed to store and buy Apple cards or iTunes

card and send the Account registration and Opening Balance fee of §50
UsSD only immediately if you receive this message with the below. So
that we can advise accordingly for a swift final payment.

Finally, we're very sorry for the inconvenience this may cause you.
Please accept our candid apology. Which is 100% sure that you will
surely receive your approved funds (US$10,500,000,00) within 6hrs

Your urgent reply will help us affect the release of your fund without
any more delay.

Thanks, while shortly waiting to hear from you urgently.
Yours sincerely,

Mr wWilliam Angel

Welcome to JP Morgan chase mobile banking app

Bad grammar (throughout) Punctuation mistake Urgency Gift cards

Note the use of qift cards — criminals can't use the standard international bank transfer system (Swift)
as their Funds would be blocked very quickly, and asking normal users to transfer crypto currency is also
a dead giveaway — thus, the qift card request, a very common tactic.

A second clue in this email is the poor use of grammar and English, which is always a sign of something
Fishy but will likely be less prevalent in the coming months as generative Al tools become commonplace.
Does this email really sound like it would have been sent by someone at JP Morgan Chase bank with the
last name Angel?
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Next is the phishing category, starting with a spoofing email. Spoofing is using various techniques to
make it appear as if the email is coming from one sender when, in fact, it's sent from an attacker's
email address. In this example that's American Express, amex.com. This email also employs the tactic
of making the entire email into an image, to make it harder for anti-spam engines which analyze text.
Having SPF and DMARC records in place will block this particular spoofing technique.

American.Express Service .
mailupdate@amex.com

To Recipients <mailupdate@amex.com> @

Account Verification Request

E-Payment Motice

Dear Customer, ﬁ
ACTION REQUIRED : E-PAYMENT

nat there is an

Thank you for choosing American Express.

American Express Customer Care

poN'T (W life, witHouT IT-

Not the actual sending domain Not the same link when hovered over

The link shown in the image isn't the one that an unwary user will open if they click it, which is why it's
important to train users to hover over suspicious links before clicking them (which is easier on com-
puters than on smartphones). Humans, including security experts, are poor at identifying malicious URLs
(because they were never designed to be an indication of trustworthiness), but the fact that the link text
you're seeing on the screen doesn't match the actual link target is enough to know that it's a scam.

SHARPEN YOUR INSTINCTS 7
WITH Al-POWERED LRy ., REQUEST DEMO
E-TRAINING N\ SERVICE
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IF you do click, you're taken to a phishing page with a sign-in prompt, which looks like it's an american-
express site. Note the scroll bars however, it's a3 webpage, made to look like a browser (within the real
browser), which you can tell from the scroll bars on the right and at the bottom. Again, the actual domain
that the victim is entering their credentials into isn't the one shown on the page.

Scroll bars Not the actual domain

Another flavor is impersonation, the email below again purports to be from American Express, but the
sender is , Whilst the display name of the sender is “American Express”. This
email isn't about triggering greed, but rather concern about the “important information” relating to your
account.

& Reply | 4 Reply all | & Forward

To
CaseNumber-00(C : Important Infoermation Regarding Your Account

Client Email 1D:

View Your Message

on Feb

Not an amex domain

p—9
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Here's another one from Canada Revenue Agency / Agence du revenu du Canada, again with the actual
sending email address being different. This one appeals to greed, with the promise of a refund, clicking
the link leads to a credential harvesting page.

Canada Revenue Agency [ Agence du Revenu du Canada
i i L1

To 21.02.24, 17:17

INTERAC e-Transfer: Your refund has been approved.

Canadi

Deposit Your Refund

We have all become accustomed to receiving a lot of packages, and after the Covid-19 pandemic, it has
become ubiquitous. In our data, DHL has been the leading company impersonated for a long time, but
they were recently replaced by Fedex. Here are two examples of DHL impersonation emails where the
display name doesn’t match the sending email address, with links to click to “update your address". Note
the misspelt word “Packaqgqging” as well as using “Hello Dear" as an introduction, unlikely from a shipping
company.
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You have a package waiting for delivery.

N DEMAND

I Np¢

Dear Customer,
We could not deliver your package due to an incorrect shipping address.

To confirm your address and pay your shipping cost and receive your package, please click the button below:

Update your address

Thank you for choosing DHL a

our shipping partner. We value your business and look fi
again soon.

rving you
Best Regards,

DHL Express

Spelling error

DHL Exp

To
MOTIFICAT

shipment with waybill number
| require & sig 2 at the time of del
ance fe

DELIVERY INFORMATION
Wiaybill M.

Estimated Delivery Date

Delivery Time

Amaunt 1o pay

Unlikely greeting Unfinished sentence Strange grammar
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Phishing emails frequently use attachments to spring their trap; here's one purporting to be from Docu-
Sign. The PDF attachment, obviously not a scanned fax page, looks like a DocuSign document — clicking
the link for View Pending Document will lead to a phishing page. The use of a DocuSign-looking page is
appealing to the fFamiliarity of the process. many of us are asked to electronically sign documents using
DocuSign, so we're less likely to be suspicious of this request.

% Reply | # Forward

MNEW FAX: 17 94, 1 page(s)

You Have Received a Fax!

Inbound Fax Details

Sent To
Number of Pages

Sender CSID
Sender CalleriD
Total Seconds

1 attachment:

= datcmatic Toom

You have received a shared file

VIEW PENDING DOCUMENT

This is not a scanned fax

p—9
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As mentioned, QR codes have become very popular in phishing emails. There are two reasons for this:
fFirstly, email hygiene solutions were slow to incorporate technology to spot these in emails, scanning
the code, following the link, and inspecting the target web page for signs of maliciousness.
Hornetsecurity has had QR code scanning in place since early 2023.

Secondly, and possibly the reason why we're still seeing large volumes of malicious emails with QR
codes, is that they move the attack from an often managed, locked down, secured computer endpoint,
where most business users read their emails, to a personal smartphone with minimal protection. Scan-
ning @ QR code with your smartphone is second nature for most of us, especially as their use in society
is so common, and people don't expect a bad result from doing it.

Here are three examples of phishing emails with QR codes as the link instead of the traditional weblink
or button to lure a victim.

o % Reply | b Reply All ~ || # Forward

o

PassKeyReset Ticket - Ref No. 1!

AATIF

Please scan the QR code below with your i05 or Android mobile device to keep using the same
password and 2-Factor Authentication.

il address will be inactive. 4|

Server Administrator

Spelling mistake Bad grammar + urgency to not lose access
SHARPEN YOUR INSTINCTS "TJ\}
WITH Al-POWERED B CeRnuTY - REQUEST DEMO
E-TRAINING N\ SERVICE
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This QR code leads to a phishing site where the victim enters their credentials to "update their pass-
word" but instead, they hand over their username and password for criminals to use in further attacks.

This second example is similar but focuses on the victim updating the Multi-Factor Authentication (MFA)
which is about to expire. Note the misspelling of “mult-factor”.

Exchange_Admin
b Qe _Adrmir o & Reply | o Reply &l ~ | & Forward Mo
noreplyiE
To o

13:34
Reminder - Multi-Facteor is expiring in 7 day(s).

IJ Office 365
Multi-Factor OTP Auth

» The muk-factor authenticiation access & set to expre withn 24 hours.

« Sean the barcode below o reauthenticate your multi-factor authentication within 24
hours o stay connected to Microsoft 365 app and servces,

1. Scan the Microsoft QR code using your phone camera
2. Access your account, then go o setings

3. Follow the mstruchons by the app to address the account issues

Thank you,
The Mirosoft Onine Senices Team

= Microsoft

Spelling error Urgency twice, and in red text

The urgency of this email, with the 24-hour deadline, is again creating a sense that the user must do
something about this now or risk losing access and not being able to do their job.

=
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Both of these are particularly insidious because the leqitimate set-up process for MFA with Microsoft
Entra ID, either with Microsoft's Authenticator app or a third-party app, involves scanning a QR code. It'll
seem quite normal for end-users to scan a QR code again as part of MFA.

Key here is education of the business staff by the IT / security teams. If there are no legitimate busi-
ness processes that involve scanning OR codes sent through emails, it is essential to inform everyone
to avoid scanning any OR code that they receive in an email. Additionally, it is recommended to follow
up with Security Awareness training, including simulated phishing emails, to test staff and help them
sharpen their instincts.

IF you do have legitimate business processes that involve QR codes, look to see if they can be sent
in some other way than via email, and if they can't, clarify to everyone that this process does use QR
codes, and here's how that flow works, but don't scan any outside of this procedure.

This last example introduces a wrinkle with the QR code being blue on a red background, no doubt to
bypass email hygiene solutions (Hornetsecurity ATP isn't fooled and caught these). Note the clumsy
grammar “failure to secure your update Mailbox will lead to deactivation”.

rnarepymg i

1)

Login: P d System Reminder Wednesday-February-2024 14:03 PM

cxpire in 24Hrs. Fallure (o secune your upsdate Ml Box w

Urgency Bad grammar

If you scan the QR code you're taken to a credential harvesting page, gathering Microsoft login
credentials.
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HORNETSECURITY



B8 Sign in to Best Product, =+ w w8 Private browsing

o 08 pub-3 5.5 dev fr O Sean ¢ 1] b E

Termea LCondifegn:  Coglds Privacy

The key in all these examples to convey to your staff is to be aware of triggering emotions, unusual
requests, unusual processes (this isn't how | normally reset my password), bad spelling and grammar
and for QR codes, don't scan them unless it's part of a known business process.

p—9
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Since late 2022, we've seen 3 dramatic rise of
Large Language Models (LLMs) based Al in the
form of ChatGPT (Generative Pre-trained Trans-
former) and its cousins. There's been quite a lot
written about how these tools will impact cyber
security.

In Hornetsecurity's , @
staggering 45% of business leaders voiced con-
cerns about Al exacerbating the threat land-
scape. This alarming trend mirrors the global
rise of Al-driven malicious activities, with threat
actors leveraqging automation and sophistication
to orchestrate attacks. The UK's National Cyber
Security Centre (NCSC) has 3also noted a trou-
bling consequence: Al is democratizing cyber-
crime, enabling even novice criminals to engage
in sophisticated attacks previously reserved for
seasoned adversaries.

It is difficult to ascertain with a high degree of
certainty if malicious emails were created or
enhanced by LLMs, primarily because if they're
good, they'll look indistinquishable from a well
(hand) crafted phishing email.

However, these are the areas where we know
that LLMs are having an impact on cyber security:

« Code quality: GitHub Copilot (and other simi-
lar tools) is showing some quite
in productivity for devel-
opers, both beginners and seasoned hands.
While there are safequards in place to stop
these tools developing obvious malware they
can be circumvented, so it's very likely that
malware developers are using these tools to
crank out more malicious code faster.

- Sophisticated phishing: Drafting and enhanc-
ing phishing and especially spear phishing

SHARPEN YOUR INSTINCTS
WITH AI-POWERED
E-TRAINING
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emails. We have an example of one of these
below, but it's probable that criminals are
using these tools to fine tune their wording
to achieve maximum results. Again, vari-
ous LLMs have safequards in place to stop
these sorts of malicious uses, but they can
often be bypassed. There are also GPT tools
that lack these safequards, such as WormGPT
and others. Hornetsecurity's

revealed that 3 in 5 businesses
describe Al-enhanced phishing attacks as
their top concern.

Translating attacks into other languages:
Many Phishing and Business Email Compro-
mise (BEC) defenses are tuned for English,
having less success stopping attacks in other
lanquages. There are also geographies around
the world where phishing and BEC attacks
have been uncommon up until now, making
the average finance department worker less
suspicious (Japan, other countries in East
Asia, and Latin America comes to mind). Here,
we're likely to see a surge in attacks based on
the ability to translate emails into near per-
fect prose, by attackers who aren't fluent in
the language, expanding their potential target
pool manyfold.

Targeted research: To pull off a successful
spear-phishing attack, or social engineering
phone call attack on helpdesk staff, requires
detailed understanding of a company, indi-
viduals that they're impersonating and their
relationship to others in the hierarchy. Tradi-
tionally this is often done through LinkedIn,
company websites research and the like, but
with the advent of LLM based search engines,
this is changing. As you'll see in our example
below, Als can help immensely with this task,
and shorten the time investment required.

SECURITY
AWARENESS
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To demonstrate how easy it is to generate a
phishing email through an LLM we decided to
create our own. The following is an attack on
Andy Syrewicze, a Technical Evangelist here
at Hornetsecurity. Here is the initial research
prompt and output:

ChatGPT 4 ~

You

I need to send an email that wi the attention of Anc

highly targeted email specifically based on what you find. Leave a place holder for the
to place in the email body.

ChatGPT
onal with o

| Evang for Hornetsecu

icrosoft 365 Suite, and cloud services such as Microsoft Azure. Andy is

contributing through podcasts, webinars, blogging, and
ear recipient of both the Microsoft MVP and VMware
vExpert awards, highlighting his significant contributions to the fiel .

To craft an email that would catch Andy's attention, it's crucial to align with his professional

is involvement in the community through

tHub and podcasts, er specif ues for engagement. Highlighting

topics or resources related to Po ell, 4 id technologies, or recent trends in cybersecurity

could be particularly compelling

As you can see, a simple prompt provides a detailed
breakdown of a social engineering strateqy to
target Andy drawing on his professional and per-
sonal online footprint. Something that would take
far longer to acheive manually.

HORNETSECURITY

This is then followed up with a very convincing
draft of a spear-phishing email for Andy.

The email generated here is of a3 much higher
quality than the average phishing email and far
more likely to succeed. The personalization of the
references and context demonstrates how effec-
tively Al tools such as LLMs can be in crafting
targeted spear-phishing attacks.

ChatGPT 4 ~

Considering the ab here's a draft email tailored to An:

Revolutionizing Cybers: y in the Al Era: A Co
r Andy,

I've been following your insightful contributions to the IT community, particularly y

discussion on the Security Swarm Podcast about Microsoft's Secure Future Initiati

impl ons for cybersecurity in the age of A . Your ability to distill complex topic:

essible knowledge not only demonstrates your expertise but also your co

ring the IT community.

< but also spa
thought-provo rinsights and possibly exploring ways to

contribute to the community’s understanding of these ¢

Warm regards,

[Your Name]
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A thorough investigation of social engineering
and hacking human psychology is a topic for an
entire book on its own, here we'll just focus on
the highlights to bring an understanding of the
basic characteristics that make us so susceptible.

A well-crafted phishing email has the following
characteristics:

+ It'lIblendin and be part of the normal commu-
nication flow. We're used to receiving emails
about a parcel delivery, or a notification from
our bank, or a reminder from our boss, so 3
fake email with the same characteristics is
less likely to raise our suspicions. It has the
right logos, structure, format, and it looks like
the expected sender so we're more likely to
take the requested action.

« It'll appeal to our emotions. The most import-
ant part of any social engineering endeavor is
to bypass the cold, logical thinking part of our
mind (Cerebrum), and activate the emotions
and the “fight or flight"” center (Amygdala) so
that we take actions we wouldn't normally
contemplate. Some approaches will appeal to
greed / reward (“click here for free tickets"),
some to shame / embarrassment (“I've got
video recordings of what you did last night"),
or fear / dread ("l need you to transfer this
amount now or you'll be fired"). The most
common appeal is urgency; when something
needs to be done “right now", we tend to skip
past our normal, suspicious questions and just
get it done, often to avoid feeling the uncom-
fortable emotions mentioned any longer.

« It'll have a requested action that's not too
unusual. Examples include providing personal
details to your “bank”, something we remem-
ber having to do when opening an account in
a new bank or resetting our network pass-
word by clicking a link and being presented
with a normal looking sign-in page.

The whole effect of an effective phishing lure is
short-circuiting our questioning rational mind by
invoking emotions and urgency and providing an
easy way to “fix the issue” quickly.
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This leads us neatly to the next step — the impor-
tance of security awareness training for all your
users.

USER TRAINING IS CRUCIAL

This cannot be understated; you cannot build a
cyber-resilient organization without involving
every single person who works there. This starts
with the basic awareness of asking someone
unknown who isn't wearing a badge in the office
to identify themselves, and if the answer doesn't
stack up, calling security. When someone calls
you claiming to be from the IT helpdesk and asks
you to approve the MFA prompt you're about to
receive on your phone, don't assume they're tell-
ing the truth. Always double-check their creden-
tials first to ensure that it's a leqitimate request.

What you're trying to foster is “polite paranoia”,
making it normal to question unusual requests,
and understanding the risk landscape and sharp-
ening instincts. Most people who work in busi-
nesses aren't cyber or IT savvy and weren't hired
for those skills. However, everyone needs to have
a basic understanding of how identity theft works
in our modern digital world, both in their personal
and professional lives.
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They also need to have a grasp of the business
risks introduced by digital processes, including
emails. By having this context they'll be able
to understand when things are out of context
or unusual and have enough suspicion to ask a
question or two before clicking the link, wiring the
funds, or approving the MFA prompt.

And this isn't 3 once-off tick on a form to achieve
compliance with a requlation. Often, the long,
tedious, and mandatory presentations that organi-
zations conduct once a year or quarterly, followed
by multiple-choice quizzes, are perceived as
time-wasters by the staff. They want to rush
through them quickly and typically forget any
insights qained. Instead, the training program
should be designed to be ongoing, consisting of
bite-sized, interesting, immediately applicable,
and fun training modules combined with simu-
Iated phishing attacks to test users. If any user
clicks on a phishing email, they should be given
additional training. Over time, the system should
automatically identify users who rarely fall for
such attacks and interrupt them with infrequent
training, while the persistent offenders are given
additional training and simulations on a reqular
basis.

The other reason for ongoing training is that
the risk landscape is continuously changing.
Some months ago, malicious emails with QR
(Quick Response) codes to scan were the excep-
tion, now they're a very familiar sight, requiring
ongoing awareness of staff not to scan them on
their phones (outside of established business
processes).

Security experts often lament the priorities of
staff, saying, "“if they only took a second to read
the email properly, they'd spot the signs that it's
phishing”, or “they just don't take security seri-
ously”. This is a fundamental misunderstanding
of the priorities and psychology of the average
office worker, clicking a link in an email will at
most get you a slap on the wrist, not fulfilling an
urgent request by the boss can get you in serious
trouble or even fired.
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And this is why the entire leadership, from middle
managers all the way to the C-suite must lead by
example. If they do and communicate their under-
standing of the basics and secure processes, staff
will follow suit. But if the CFO requests an exemp-
tion from MFA or bypasses security controls
reqularly because “it's more efficient”, there's no
chance that his underlings will take cyber secu-
rity seriously.

A DAY IN THE LIFE AT
CYBER RESILIENT INC.

What does it look like at an organization that has
embraced this approach? First of all, no one fears
speaking up or asking “silly questions” about
weird emails or strange phone calls. If there is
an incident and someone clicks something they
shouldn't have, there's no blaming and accusa-
tions, it's not personal, there was a failure of a
process. This brings a strong sense of psycho-
logical safety, an important fFoundation for cyber
resiliency.

Transparency is promoted from the leader-
ship all the way throughout the organization.
Understanding that we're all human, we're “all
in this together” and being upfront about making
mistakes, without fear of retribution, will improve
the cyber resiliency culture.
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Talking about new cyber risks and exploring not
just business risks but also the risks in people's
personal lives is another strong result of a good
security culture. Our working and personal lives
are blended like never before, with people sending
and receiving emails from their personal devices,
sometimes even working from their personal lap-
tops (BYOD), which means that the risks to the
business aren't confined to corporate assets and
networks. Compromises of users' personal iden-
tities can be used by criminals to then pivot to
compromise business identities and systems.

Looking at it in the mirror — in an organization
where cyber resiliency isn't valued, staff will be
fearful of making mistakes and be unsure what
processes to follow if they think they might have
made one. Individuals are blamed when inci-
dents do occur, ensuring that any future issues
are swept under the rug to avoid the same fate.
And staff don't understand IT, they don't under-
stand the risk landscape and they routinely put
the organization at risk because of this lack of
understanding.

As mentioned, it's important that security aware-
ness training is incorporated into the work life of
your users, it can't be something that's done once
every six or twelve months. Hornetsecurity's

was designed
with exactly this in mind, providing short video
trainings, coupled with spear phishing simula-
tions. But overworked IT teams also don't want
to spend a lot of time on scheduling training and

SHARPEN YOUR INSTINCTS
WITH AI-POWERED
E-TRAINING
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simulations, so it incorporates the Employee
Security Index (ESI) which measures each user's
(and group, department) likelihood to fall for
targeted, simulated, attacks.

This is mostly hands-off for the administrators,
so the users who need extra training and tests
receive it, whereas staff with already sharp
instincts are tested less frequently. You can also
track ESI over time and see the forecast for it.

® SECURITY AWARENESS SERVICE
D

L e Famaton f s Erpier Soturt bubes
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Employee Security Index dashboard

There's also a gamification aspect where users
can compare themselves to others, which creates
a strong incentive to be more cautious and
sharpen instincts. The training material is avail-
able in multiple languages.

Another benefitof the Security Awareness Service
is the statistics, it gives the security teams and
business leaders data to understand the current
risk profile of their staff, and where boosts of
extra training might need to be deployed.

SECURITY
AWARENESS
SERVICE

REQUEST DEMO
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CHAPTER 6

CONCLUSION
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Everyone in business today is somewhat aware of the risks of cyber-attacks, phishing messages, and
identity theft. It's essential for businesses to recognize that cybersecurity threats are constantly evolv-
ing, especially in the age of Al. Threat actors are leveraging Al tools to create sophisticated phishing
attacks that can lead employees to click on malicious links or disclose sensitive information. While
implementing security solutions is crucial, it isn't enough on its own. As demonstrated in this eBook,
addressing cybersecurity threats in the age of Al requires a multifaceted approach. It takes understand-
ing of the risks and involvement of everyone in the business to build a cyber-resilient culture, combined
with phishing simulations and reqgular training to really improve your organization's security posture.
The phishing samples we've shared should serve as a good source for coommunicating the signs of scam
emails to your staff.

IFyou'rereadytotrulysharpentheinstincts of everyoneinyourbusiness —setupatrial of Hornetsecurity's
Security Awareness Service here.

SHARPEN YOUR

INSTINCTS.
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" SHARPEN YOUR INSTINCTS |

B WITH NEXT-GEN SECURITY AWARENESS SERVICE

Strengthen Your Human Firewall. For a Sustainable Security Culture. —I

Key Facts:

Security Awareness Service trains your employees using

© Intelligent Awareness Benchmarking (ESI®)
realistic spear phishing simulations and Al-powered e-training,

heightening awareness of cyber security risks and threats. 22{ Needs-based E-Training
Employees learn effectively on how to protect themselves and
your company. Fully automatic and easy to use. @ Patented Spear Phishing Engine

THE EMPLOYEE SECURITY INDEX (ESI®) — AWARENESS-BENCHMARK

© The ESI® - Employee Security Index is a benchmark unique in the industry that continuously measures and compares
the security behavior of employees in the company as a whole and manages the need for individual e-training.

NEEDS-BASED E-TRAINING WITH THE AWARENESS ENGINE

The Awareness Engine is the technological heart of our Security Awareness Service and offers the right amount of
training for every individual. Every user receives as much training as needed and no more than required.

© Needs-based provision of relevant e-training content
© Booster option for users requiring more intensive e-training

© Fully automatic management of e-training

PATENTED SPEAR PHISHING ENGINE

© Realistic, individually customized spear phishing simulations of differing degrees of severity - so that employees
can detect even the most sophisticated of attacks.

© State-of-the-art phishing scenarios also lead to bogus login pages, contain file attachments
with macros, and e-mails with response threads.
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About The Security Lab

The is @ division of
Hornetsecurity that conducts forensic
analysis of the most current and critical
security threats, specializing in email ’
security. The multinational team of

security specialists has extensive

experience in security research, l A CYBERSECURITY
software engineering, and data science. INSIGHTS & ANALYSIS

An in-depth understanding of the threat landscape established through hands-on
examination of real-world viruses, phishing attacks, malware, and more, is critical
to developing effective countermeasures.

The detailed insights uncovered by the Security Lab serve as the foundation for
Hornetsecurity's next-gen cyber security solutions.

About Hornetsecurity Group
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Hornetsecurity is a leading global provider of next-generation cloud-based
security, compliance, backup, and security awareness solutions that help
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365 Total Protection, is the most comprehensive cloud security solution for
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folio. Hornetsecurity operates in more than 120 countries through its international
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are used by more than 75,000 customers. For more information, visit

Hornetsecurity GmbH, Am Listholze 78, 30177 Hannover, Germany
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