


INTRODUCTION




INTROOUCTION

WHO SHOULD READ THIS EBOOK

The intended audience for this book is administrators and IT staff who run a Microsoft 365 environment. It
covers the best practices and optimal configurations of the most important apps and features but also an
overview of the suite, which is particularly useful for those either preparing to migrate to Microsoft 365 or
who have already migrated and need to get the lay of the Iand. If you're a developer looking to create appli-
cations and services on top of the Microsoft 365 platform, this book is not for you.

IF you're a business decision maker, rather than a technical implementer, this book will give you a good intro-
duction to what you can expect when your organization has migrated to the cloud and ways you can adopt
various services in Microsoft 365 to improve the efficiency of your business. If you're a Microsoft Partner
mMmanaging other companies’ deployments and using Microsoft 365 Lighthouse as a way to manage multiple
tenants in one console, the contents of this eBook are completely valid for you.

STRUCTURE OF THIS EBOOK

The book is comprised of three parts. Part 1 (chapters 1-6) is an introduction to Microsoft 365. If you're already
familiar with the basics, you may skip to Part 2 (chapter 7-13) to learn about day-to-day administration and
management, best practices, and maintenance. The final part (chapter 14-16) focuses on three critical M365
topics all Microsoft 365 environments need to address, namely, security, backup, and compliance.

We'll cover the differences more deeply later in the book but here's a good place to clarify that OFfice 365
(From now on referred to as 0365), is email collaboration and a host of other services provided as a Software
as a Service (SaaS) whereas Microsoft 365 (M365) is Office 365 plus Azure Active Directory Premium, Endpoint
Manager (Intune) — cloud-based management of devices and security plus Windows 11 Enterprise. Both are
user-based subscription services that require no (or very little) infrastructure deployments on premises. For
the small business plans (up to 300 users), only Microsoft 365 is available, and while both are available in the
Enterprise plans, the huge benefits of the added services in Microsoft 365 does mean that just having Office
365 plans is unusual. As such we will mostly be referring to Microsoft 365 from here on.

This is the third version of this eBook and is current as of July 2023.
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This section introduces M365, how to do basic
management, migrating to M365, support options,
which client apps you're likely to support and
manage and Windows 10/11. If you're already familiar
with M365 and looking for more advanced insights
into M365 administration, skip straight to Part 2.

OROP YOUR BAGGAGE!

One of the most important things you need to do
if you have a background with Exchange Server or
SharePoint Server on-premises is to drop the idea
that M365 is just a hosted Exchange or SharePoint.
Some years aqo, this was true and 0365 was simply
Microsoft hosting Exchange, SharePoint, and Lync
serversintheir datacenters, butthisis nolongertrue.
M365 is now a cohesive platform, with Exchange
Online and SharePoint online providing some foun-
dational building blocks for that platform but there
are many other services built on top that you'll miss
(or misunderstand) if you're still thinking in terms
of hosted mail servers. A case in point is Microsoft
Teams, a collaboration service that uses Exchange
Online to store retained data and chats, SharePoint
to store documents, Planner for lightweight project
management and Azure AD for identity. All that
complexity is managed by Microsoft,and you simply
administer Teams as just another service. And that
also means there'll never be a “Teams server” for
on-premises, the required building blocks are just
too complex for most businesses to deploy.
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The other thing to let go of if you come from an
on-premises background is planning for software
upgrades every few years. Upgrading Exchange
Server, as an example, can be a large project
(depending on the size of your environment), taking
months to plan and execute. M365 is a different
world with smaller updates coming every day or
week and your job thus transforms into assessing
these changes, how they'll impact users, and
managing change in the organization.

HOW TO KEEP UP

| have worked with Exchange Server since version
5.5 (1997), and | got used to the cadence of a new
version every 2-3 years. | bought books and read up
about all the new features and changes in prepara-
tion for the next iteration. That approach to soft-
ware development is finished.

Nearly all software projects (and definitely those
in M365) are now aiming at frequent, incremental
changes. This brings several benefits, first each
update is minor and no big project plan for the
"upgrade” is required, secondly the developers can
adjust course and continually add new features
based on user feedback much faster.
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The Microsoft 365 Roadmap

As an M365 administrator, however, this does bring
a big challenge. Instead of being able to plan for and
learn about a large set of new features coming in
the next big release, new features are released daily,
and you need to understand them and help your
organization take advantage of them. There are
several ways to manage this — depending on your
learning style. Some people learn by reading, others
by listening, others by watching videos and some
people only learn by doing tasks themselves (and
most of us learn best with a blend of these).

Here are some resources to add to your toolbelt for
keeping up with changes in M365:

The Official Microsoft 365 roadmap (microsoft.com)
lets you filter on many different components of
M365.

Staying on top of Office 365 Updates (techcom-
munity.microsoft.com) is a great blog post with
links to various resources for managing the flood of
updates, for different types of audiences.

What's new in Microsoft Intune details the weekly
updates in Microsoft Intune.

What's new in Azure Active Directory covers
monthly updates to Entra ID (previously Azure AD)
(see chapter 7).

Azure AD Connect: Version release history covers
updates to AAD Connect (see chapter 7).

Microsoft Mechanics is a YouTube channel with
interviews and demos on upcoming features along
with Office and Azure playlists.

And finally, the Message center in the portal
(chapter 2) shows a stream of what's changing


https://www.microsoft.com/en-au/microsoft-365/roadmap?rtc=2&filters=
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/staying-on-top-of-office-365-updates/ba-p/1201118
https://docs.microsoft.com/en-us/intune/whats-new
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/whats-new
https://docs.microsoft.com/en-au/azure/active-directory/hybrid/reference-connect-version-history
https://www.youtube.com/channel/UCJ9905MRHxwLZ2jeNQGIWxA

and new features — click the Preferences link to
customize which services you get updates for and
who should receive the weekly digest email — a best
practice is to target an email distribution list so that
staff who don't have access to Message center can
receive weekly email updates.

BE YOUR OWN GUINEA PIG

It's important that as an administrator you are
testing new features as they come out or ideally
when they're in the preview phase. There are two
tracks for updates released in 0365, Standard and
Targeted. The former is the normal rollout cadence
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while the Iatter ensures that you get new features
as soon as they're ready.

In the past the recommendation was to have a small,
separate test tenant for this where the whole tenant
was in Targeted, if you have the budget this can be
useful. Today it's more common to define members
of the IT team and power users in your business
with Targeted release for select users. There's also
an option to ensure that your local Office Apps for
enterprise installation receives updates ahead of
the rest of your users.

-

Controlling notifications from the Message Center


https://docs.microsoft.com/en-us/office365/admin/manage/release-options-in-office-365
https://docs.microsoft.com/en-us/office365/admin/manage/release-options-in-office-365
https://docs.microsoft.com/en-us/deployoffice/change-update-channels

ADOPTION

IF your challenge is helping others in your business
to get on board the M365 train, Microsoft has a great
community and plenty of resources to help you, and
if you need help to continue driving adoption across
M365 workloads, join the free Champions Program.

Another great resource is Fasttrack which provides
migration quidance for every M365 tenant (and
Dynamics 365 and Azure), if you're on M365 and
have 150+ seats you can converse with a migration
expert online and if you have over 500 seats you
can have an engineer assist you in the migration
(remotely) and in subsequent adoption projects.
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https://techcommunity.microsoft.com/t5/Driving-Adoption/ct-p/DrivingAdoption
https://techcommunity.microsoft.com/t5/Driving-Adoption/ct-p/DrivingAdoption
https://adoption.microsoft.com/champion-resources/
https://adoption.microsoft.com/become-a-champion/
https://www.microsoft.com/en-us/fasttrack
https://www.microsoft.com/en-us/fasttrack/faqs

CHAPTER X

PART 2

1.1: OFFICE 365

Microsoft has diminished their focus on Office
365 for quite a few years now and will continue
to do so. For businesses smaller than 300 staff
it's nolonger an option and for larger businesses
the recommendation is to look at Microsoft 365
plans (see below).

Some services mentioned in this chapter are
explored more deeply in later chapters. We'll use
the term SKU; it stands for Stock Keeping Unit
and is a term that describes different licensing
levels.

Your first decision here is between Business
and Enterprise SKUs. The former tops out at
300 users so if you have a larger business (or
expecting to grow), stick with the Enterprise
flavors.

To clarify — Microsoft 365 Apps for enterprise
(what used to be called OFffice ProPlus) is the
new name for the desktop applications such as
Word, Excel etc. that are available for Windows
and Mac —some SKUs include it,and some don't.
On the other hand, all plans include Office Online
(renamed to just “Office” — not confusing at all),
so Word, PowerPoint etc. running in a browser.

Note that these online versions of Office are
limited in Ffunctionality compared to their
desktop brethren but are useful for quick edits.


https://docs.microsoft.com/en-us/deployoffice/name-change

On the Enterprise side (which is only a name, it
doesn’t have to be for a huge business, for example
you could have five lawyers handling very sensitive
data in an SMB using Enterprise E5) there's Apps
for enterprise which only gives you Apps for enter-
prise and OneDrive file storage but no other cloud
services. E1 gives you Office (Online) and Exchange,
OneDrive, SharePoint, Teams, Yammer, and Stream,
E3 gives you Microsoft 365 Apps for enterprise in
addition to E1's cloud services and E5 adds PowerBI
as a cloud service, along with several security
features (see chapter 15).

Have a look at the official comparison which clearly
illustrates the differences of these plans.

Microsoft 365 and Office 365 Plan Options covers all
the plans, including tailored versions for Education,
Government and country specific flavors for China
and Germany.

The most important point is that the different SKUs
within each family aren’'t mutually exclusive. In a
small manufacturing business, you may have the
factory workers on Business Essentials, the office
staff on Business and the executives on Business
Premium and in a larger business, users could be
spread across E1, E3 and E5 licenses.

The Microsoft 365 and OFffice 365 platform service
description, covers what the platform offers in
minute detail.
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1.2: MICROSOFT 365

Building on top of the 0365 plans above, M365 adds
Windows 10 Enterprise, Endpoint Manager (Intune)
and Azure Active Directory Premium.

For Business (up to 300 users) there are three
options,M365 Business Basic which gives you Office
(online only), email, file sharing, Teams and security
features. M365 Business Standard adds the desktop
version of Office "Microsoft 365 Apps for Business”,
whereas M365 Business Premium adds iOS, Android
and Windows 10/11 device management and policy
enforcement from Intune plus many advanced
security features. See more here.

On the Enterprise side there's F3 (for "Frontline”
workers, used to be called F1) which gives you
Office (Online), Windows 10 Enterprise, Active Direc-
tory Premium P1, Azure Information Protection
P1 and Intune on top of 0365 El. E3 adds Active
Directory Premium P1, Advanced Threat Analytics
(ATA), Azure Information Protection P1, Windows 10
Enterprise and Intune on top of 0365 E3. Finally, E5
adds Active Directory Premium P2, Microsoft 365
Defender, Microsoft Defender for Endpoint, Micro-
soft Defender for Office 365, Microsoft Defender
for ldentity and Azure Information Protection P2,
Windows 10 Enterprise, @ host of security features
and Intune on top of 0365 ES.


https://www.microsoft.com/en-us/microsoft-365/enterprise/compare-office-365-plans
https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-plan-options
https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-platform-service-description
https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/office-365-platform-service-description
https://www.microsoft.com/en-us/microsoft-365/business#coreui-heading-hiatrep
https://www.microsoft.com/en-us/microsoft-365/compare-microsoft-365-enterprise-plans

It's tempting to think that “I'm a small business so |
can save a few dollars with Business SKUs" but you
need to be aware of some limitations. Your OneDrive
for Business is limited to 1TB per user in Business,
whereas in Enterprise you can increase this with
3 support call. Microsoft has made substantial
changes to the Business Premium plan, and now
includes all the features of Azure AD Premium Plan
1, so in addition to the security features already
included (Conditional Access, self-service password
reset and MFA), this adds cloud app discovery, Azure
AD Application Proxy, dynamic groups and pass-
wordless authentication. There are a lot of valuable
security features in the Enterprise plans, particularly
M365 E5, see chapter 15.

Be aware that you can move licenses between
different SKUs (both upgrade and downgrade) and
that you can upgrade Business SKUs to Enterprise
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SKUs. This discussion has been around the Ffull
SKUs and what features they contain but it's also
possible to purchase individual features such as just
Azure Active Directory Premium P1 as a stand-alone
feature for instance. Depending on the needs of
(some) of the users in your business you can tailor
an exact package with just the features they need.

A great way to understand all the different parts of
M365, how they fit together, and a quick description
of each service is the periodic table of Microsoft
365.

The main take-away from this chapter is to not
assume that if you're a small business you should
automatically opt for a Business SKU, investigate
exactly what features will serve your business
needs and don't be afraid to mix different SKUs for
different worker roles.


https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496
https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496
https://www.jumpto365.com/tables/en
https://www.jumpto365.com/tables/en
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
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TRIAL TENANT

SIGN UP FOR A

2.1: WEB PORTALS

The main portal is admin.microsoft.com, which
you can also reach from www.office.com, by
clicking on the Admin tile. On the left-hand side
are links to manaqe Users, Groups, Billing and
Settings etc. and further down under Admin
centers are links to the individual portals for
Exchange, Teams, SharePoint, OneDrive, and
others. Depending on your SKU you will have
slightly different links show up.

Highlights for day-to-day work include the
ability to multi-selectusers (Users - Active users)
and change their licensing for instance. You can
manage invited external users, that have had
documents shared to them from OneDrive or
SharePoint for instance under Users — Guest
users. You can also restore a recently (30 days
or less) deleted user.


https://www.microsoft.com/en-us/microsoft-365/enterprise/compare-office-365-plans
https://www.microsoft.com/en-us/microsoft-365/enterprise/compare-office-365-plans
https://admin.microsoft.com/
http://www.office.com/

You can manage Groups and Shared mailboxes,
like “sales@mycompany.com” that is accessed by
several different people and Resources such as
Rooms and Equipment (booking conference rooms
or company cars). Billing is the area where you
can purchase additional licenses, manage your
Subscriptions and Payment methods and Support is
where you lodge service requests. Under Settings is
an area where you can confiqure different Services
and add-ins whereas Setup lets you manage your
email Domains. Reports has both Usage and Secu-
rity reports while Health has two important areas;
Service health shows you if there are any problems
in the cloud with your resources and Message center
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has a list of updates and changes that are coming.
Each individual Admin center lets you manage an
individual service such as Azure Active Directory or
Teams. Msportals.io has updated links for most of
the different portals that you can access directly
without going through the main portal.

Note that if you're a small business there's an
option to have the admin center in Simplified view
(instead of Dashboard view) which hides most of the
complexity and provides easy access to the basic
tasks of user, group, Teams, and device manage-
ment. Just click Simplified view in the top right of
the Home page in the admin center.

-

~

M365 Admin Center Simplified view


https://msportals.io/

2.2: POWERSHELL

For small tenants you'll probably never have to
venture beyond the web portal but if you have large
amounts of users, you're going to want to automate
common tasks in PowerShell using the newer Azure
AD module.

To install the module, in an elevated PowerShell
window simply run:

Install-Module -Name AzureAD

To connect (and optionally authenticate with MFA)
use:

Connect-AzureAD
To check that everything is working use:

Get-AzureADUser

Which will give you a list of the users in your tenant.
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Refer to the full instructions, including if you need
to connect to government or Chinese / German
tenants.

Once you're connected there are many tasks that
you may want to do and perhaps automate such and
managing user accounts and licensing, creating
SharePoint sites and managing users and groups,
configuring Exchange settings, managing email
migrations (Chapter 3) and setting Teams informa-
tion. Note that several of these require additional
modules to be installed.

Microsoft has finally documented an official,
scripted way to run a single PowerShell session
connected to all the different services, whether
you're using MFA (Chapter 7) or not.

For SharePoint (both Online and On-premises
2013/2016/2019) there's an open-source alternative
/ complement called PnP PowerShell to the official
SharePoint module by the Patterns and Practices
(PnP) team. The official SharePoint online cmdlets

-

~

Connecting with PowerShell


https://docs.microsoft.com/en-us/powershell/module/azuread/?view=azureadps-2.0
https://docs.microsoft.com/en-us/powershell/module/azuread/?view=azureadps-2.0
https://learn.microsoft.com/en-us/microsoft-365/enterprise/connect-to-microsoft-365-powershell?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/enterprise/powershell/manage-user-accounts-and-licenses-with-office-365-powershell
https://docs.microsoft.com/en-au/office365/enterprise/powershell/manage-sharepoint-online-with-office-365-powershell
https://docs.microsoft.com/en-au/office365/enterprise/powershell/manage-sharepoint-online-with-office-365-powershell
https://docs.microsoft.com/en-au/powershell/exchange/exchange-online/exchange-online-powershell?view=exchange-ps
https://docs.microsoft.com/en-us/office365/enterprise/powershell/use-powershell-for-email-migration-to-office-365
https://docs.microsoft.com/en-us/office365/enterprise/powershell/use-powershell-for-email-migration-to-office-365
https://learn.microsoft.com/en-us/microsoftteams/teams-powershell-managing-teams
https://learn.microsoft.com/en-us/microsoftteams/teams-powershell-managing-teams
https://docs.microsoft.com/en-us/microsoft-365/enterprise/connect-to-all-microsoft-365-services-in-a-single-windows-powershell-window?view=o365-worldwide
https://learn.microsoft.com/en-us/powershell/sharepoint/sharepoint-pnp/sharepoint-pnp-cmdlets?view=sharepoint-ps

are focused on creating / managing sites and users
whereas the PnP cmdlets are useful for working
with artifacts inside sites that have already been
created.

If you need to manage M365 tenant settings or
SharePoint Framework (SPFX) extensions, have a
look at CLI For Microsoft 365, also by the PnP team,
which runs on Windows, macOS, Linux. And if you
can't be bothered installing CLI on your box you can
run it directly in Azure Cloud Shell.
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2.3: MICROSOFT 365 LIGHTHOUSE

If you're 3 Managed Service Provider (MSP), taking
care of multiple M365 tenants you should be using
Microsoft 365 Lighthouse, not to be confused with
Azure Lighthouse. Both are technologies that allow
service providers to manage multiple tenant clients,
but where the Azure flavor is a way of allowing
service provider users scoped access to Azure
resources, M365 Lighthouse is a portal where you
bring in multiple tenants and apply policies and
management (including password resets for any
user, in any tenant) into a single console.

~

Microsoft 365 Lighthouse


https://github.com/pnp/cli-microsoft365
https://pnp.github.io/cli-microsoft365/
https://developer.microsoft.com/en-us/office/blogs/office-365-cli-azure-cloud-shell/

CHAPTER 3:

3.1: MIGRATION

Most businesses, however, have investments
in existing technology on premises and need to
migrate to M365. This chapter will cover your
different options:

« Cutover migration

« Staged migration

« Express hybrid migration
« Minimal hybrid migration
« Hybrid migration

+ PST-based migration

+ IMAP migration

« Third party tools

If you don't have Exchange on-premises, i.e.,
you're using Lotus Notes / Domino, another
email system, Google Workspace or another
cloud email solution you're looking at either
an IMAP migration or third-party migration
services.


https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrate-from-lotus-notes
https://docs.microsoft.com/en-us/exchange/mailbox-migration/perform-g-suite-migration

Most of the other migration methods rely on direc-
tory synchronization where your on-premises AD
accounts are synched to Azure AD, which we'll cover
in chapter 7.

IF you're still on Exchange 2007, 2010 or 2013 (all
no longer supported) a Staged setup allows you to
migrate mailboxes in batches, once you've config-
ured directory synchronization. Be aware that you'll
need to manually reconfiqure each user's Outlook
profile to point to 0365 when their mailbox has been
migrated.

For smaller environments the Cutover approach is
the easiest. Microsoft talks about this method for
less than 2000 mailboxes (Exchange 2003+) but in
the real world it's probably appropriate for 100-150
mailboxes or so, depending on internet bandwidth.
The idea is that you move everyone's mailbox from
on-premises to the cloud over a weekend or other
appropriate downtime.

If you're on Exchange 2010+ and your plan is to
move 3all mailboxes to the cloud over a few weeks,
consider the Express hybrid option. If you're larger
and are looking at a few months of migration time,
look at the Minimal hybrid alternative. If you have
a larger environment (Exchange 2010+) and you
expect to be in a hybrid state for an extended time
and you need the ability to move mailboxes from the
cloud back to on-premises (offboarding) consider
Full Hybrid. For a full breakdown of the different
flavors of hybrid see here. The various types of
hybrid provide rich co-existence with a unified
Global Address list, sharing of Free/busy calendaring
information and mailbox moves that are seamless
for end-users, when their mailbox has been moved,
they're just prompted to restart Outlook.

If you need to keep an Exchange server (or several)
around on-premises be aware of the need to keep it
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up to date so as to not be throttled, and if possible,
look to retire it, instead using PowerShell cmdlets to
manage Exchange attributes in AD.

4 )

N /

Hybrid Configuration Wizard

Microsoft’'s documentation will point you to the
mail migration advisor, which may lead you on to
the Hybrid Configuration Wizard (HCW), depending
on your choices in the advisor. HCW will step
you through the individual steps you must take,
depending on the route you're taking, including the
hybrid flavors as well as Staged and Cutover.

IMAP migrations lets you move from non-Exchange
systems that support IMAP with a limit of 500,000
objects per mailbox and a maximum email size of 35
MB.

If you have PST files with email on premises you
can migrate them to Office 365, there's even a PST
Collection tool to track them down on your network


https://docs.microsoft.com/en-us/exchange/mailbox-migration/perform-a-staged-migration/perform-a-staged-migration
https://docs.microsoft.com/en-us/exchange/mailbox-migration/perform-a-staged-migration/perform-a-staged-migration
https://docs.microsoft.com/en-us/exchange/mailbox-migration/cutover-migration-to-office-365
https://docs.microsoft.com/en-us/exchange/hybrid-configuration-wizard-options
https://docs.microsoft.com/en-au/exchange/exchange-hybrid
https://techcommunity.microsoft.com/t5/exchange-team-blog/throttling-and-blocking-email-from-persistently-vulnerable/ba-p/3815328
https://techcommunity.microsoft.com/t5/exchange-team-blog/throttling-and-blocking-email-from-persistently-vulnerable/ba-p/3815328
https://techcommunity.microsoft.com/t5/exchange-team-blog/removing-your-last-exchange-server-faq/ba-p/3455411
https://docs.microsoft.com/en-au/exchange/mail-migration-jump
https://aka.ms/MailSetupAdvisorFromEDA
https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrating-imap-mailboxes/migrating-imap-mailboxes
https://docs.microsoft.com/en-au/microsoft-365/compliance/use-network-upload-to-import-pst-files?view=o365-worldwide

and collect them. If you have lots of them, you can
even ship them on disks to Microsoft.

Once you have completed your migration, you'll
need to consider your Mail Exchanger (MX) DNS
record which will have been pointing to your
on-premises mail server and now needs to be
changed to point to Exchange Online instead. You
also need to revisit your Autodiscover DNS records
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which is how Outlook and other email clients find
the right Exchange server automatically.

If you're looking for a simple mailbox migration
experience, Hornetsecurity offers the Mailbox
Migration Tool (MMT) as part of 365 Total Protec-
tion Enterprise / Enterprise Backup.


https://docs.microsoft.com/en-au/office365/securitycompliance/use-drive-shipping-to-import-pst-files-to-office-365
https://docs.microsoft.com/en-au/microsoft-365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting-provider?view=o365-worldwide
https://docs.microsoft.com/en-au/microsoft-365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting-provider?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/external-domain-name-system-records?view=o365-worldwide
https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-enterprise-backup/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

CHAPTER &4

4.1: TEST CONNECTIVITY

For email and Teams connectivity is a common
cause of issues. Microsoft offers a useful tool;
Microsoft Remote Connectivity Analyzer (MRCA
or RCA) at https://testconnectivity.microsoft.
com/.


https://testconnectivity.microsoft.com/
https://testconnectivity.microsoft.com/
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Remote Connectivity Analyzer

Here you can test several things: DNS entries,
ActiveSync connectivity to Exchange, Outlook,
and Outlook Autodiscover functionality and both
inbound and outbound SMTP email etc. Pick the test
you need to perform and enter the required infor-
mation. Depending on the test you may need to
enter a valid username and password — | suggest
resetting the password of this account after you've

completed the troubleshooting. The Captcha verifi-
cation lasts for 30 minutes so if you're doing several
runs as you change values you don't have to verify
that you're a human every time.

The test output is comprehensive and should help
you pinpoint the issue quite quickly.

-

~

Connectivity test report



4.2: CLIENT-SIDE TOOLS

If the issue isn't connectivity related and instead
you suspect an issue on a particular client device
you should use the Support and Recovery Assis-
tant fFor Office 365 (SARA) which will help identify
Outlook, Dynamics 365 and OneDrive for Business
issues as well as Apps for enterprise problems. It's
a simple download which you run on the affected
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device; it steps you through a few questions to track
down the problem.

In my experience when you're struggling with profile
or intermittent connection issues (that aren't due to
a service side misconfiquration — see RCA) SARA is
pretty qood at tracking down the cause.

-

Support and Recovery Assistant


https://diagnostics.outlook.com/#/
https://diagnostics.outlook.com/#/
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Another way to help end users help themselves are My Sign-ins is also an excellent education tool as

the My Sign-ins, My groups and My Access sites, it lists both successful logins and failed ones from
which along with My Applications gives users a attackers, here's a list of what my account looks like
good way to manage their access of M365 services. on 3 typical day (MFA is enabled on this account):
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My Sign-Ins with attackers’ login attempts


https://mysignins.microsoft.com/
https://mygroups.microsoft.com/
https://myaccess.microsoft.com/
https://myapplications.microsoft.com/

4.3: SERVICE REQUESTS

When you have exhausted the self-service options,
click on the “Need help?" button in the lower
right-hand corner of the portal. Start by entering
3 description of your issue which might give you
some results for common issues and their solution.
Once you hit enter the Contact support option at the
bottom lights up. Enter your contact information
and preference between phone and email. You can
also attach screenshots or log files (up to five, each
less than 25 MB), pick a time-zone and a lanquage
for the communication.

In my experience the support for M365 is good and
generally tracks down the problem a lot faster than
I would on my own searching forums and trying
different solutions.

Behind the scenes —inthe rare case that the support
engineer needs access to a server that hosts your
data, they use a “lockbox system” where they apply
for access and a supervisor approves the request
for a limited time. If you're on 0365 / M365 E5 you
may have turned on Customer Lockbox, which will
involve you in that process and you have to approve
the request as well.

IF on the other hand the problem is located on
your end the support engineers use Quick Assist in
Windows to connect to your server or client PCin a
view only mode and work through the issue with
you.

4.4: SERVICE HEALTH

The Health section of the admin center provides
overall health of the different services in M365 and
if there are any outages / incidents affecting your
tenant, provided you can access the portal. If the
outage is affecting the portal or the health portion
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of it, try https://status.office365.com/. Also make
sure to follow @Office365Health and @MSFT365S-
tatus on Twitter.

The Health section also offers an interesting new
tool called Network connectivity which uses the
0OD4B client, together with the Windows Location
Service and optional manual data gathering tests to
identify each client’s connectivity quality to OFffice
365. It's even got it its own portal.

4 )

N /

Manual Network Connectivity test to Office 365

4.5: NETWORK CONNECTIVITY

Many businesses provide a substandard expe-
rience for their users by forcing them to use VPN
connections back to the office and then onwards to
Office 365 (overall a slower experience but a killer
for Team's voice and video calls) or even proxying
all outgoing traffic for “security”. This Iast one is
based in the erroneous assumption that all webser-
vices / internet sites are "bad”, and all traffic must
be inspected, rather than differentiating between
business services provided by Microsoft and
others that can be trusted and dodgqy websites and
handling the traffic accordingly. Here's an excellent
article outlining required and optional optimization


https://docs.microsoft.com/en-us/office365/securitycompliance/customer-lockbox-requests
https://status.office365.com/
https://admin.microsoft.com/Adminportal/Home#/networkperformance
https://docs.microsoft.com/en-AU/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide#pre-requisites-for-network-connectivity-assessments-to-appear?WT.mc_id=365AdminCSH_inproduct
https://docs.microsoft.com/en-AU/microsoft-365/enterprise/office-365-network-mac-perf-overview?view=o365-worldwide#pre-requisites-for-network-connectivity-assessments-to-appear?WT.mc_id=365AdminCSH_inproduct
https://connectivity.office.com/
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-network-connectivity-principles?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-network-connectivity-principles?view=o365-worldwide

techniques for M365. Microsoft has also part-
nered with many ISPs, internet exchange partners
(IXPs), and software-defined cloud interconnect
(SOCI) providers for optimal connectivity to M365,
Dynamics 365 and Azure using the Azure Peering
service.

If your business is using a Software Defined WAN
(SD-WAN) there's a feature called infFormed network
routing that will further help optimize your connec-
tivity by enabling data sharing between Microsoft
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and the SD-WAN provider to automatically reroute
traffic where appropriate. Today only Cisco's I10S XE
SD-WAN is supported but expect others to be added
as the preview progresses.

The new Productivity Score is designed to help you
understand where your business is at in its digital
transformation journey and tracks metrics across
two cateqories, People experiences and Technology
experiences.

-

Microsoft 365 Adoption Score



https://docs.microsoft.com/en-us/azure/peering-service/about
https://docs.microsoft.com/en-us/azure/peering-service/about
https://docs.microsoft.com/en-us/azure/peering-service/about
https://docs.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwidehttps://docs.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwide
https://docs.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwidehttps://docs.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/admin/productivity/productivity-score?view=o365-worldwide

4.6: MICROSOFT 365 DESIRED STATE
CONFIGURATION

PowerShell has long had a feature called Desired
State Confiquration (DSC) — define how a system
(VM, Application etc.) should look, apply the policy
and the Local Configuration Manager ensures that
the system has the right settings, checking period-
ically for drift. This is called Infrastructure as Code
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and is now available for M365 so you could have
3 test tenant where you evaluate new configqura-
tions and settings which you can then export and
apply to your production tenant. It can also be used
to export all your configurations as a “backup”, peri-
odically reporting on changes in configuration and
comparing your tenant’'s settings with best prac-
tices.


https://github.com/microsoft/Microsoft365DSC
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

CHAPTER 5:

5.1: DESKTOP CHOICES

Microsoft recommends the latest version of
Chrome, Edqe, Firefox or Safari or Internet
Explorer 11 for accessing M365.

If you have the rich Office desktop client
installed all supported versions should work
with M365 but using the Apps for enterprise
version for both Windows and Mac that's
included with Business Premium and E3+ is
preferred. You can control which users get the
recommended Current Channel and who gets
the Monthly Enterprise channel or the Semi-An-
nual Enterprise Channel flavor. If you want to
live on the edge you can enroll in the OFfice
Insider program to beta test new features.

Outlook Web App (OWA) or Outlook for the web
deserves special mention as it's extremely
capable and not a "watered down" version of
Outlook that runs in a browser. In fact, Micro-
soft often tests new features and approaches
in the web client because they can deploy
changes much quicker. You can use OWA poli-
cies to control which Features are available to
your end users.

You can control which protocols users can use to
connect to Exchange with Client Access Rules.


https://docs.microsoft.com/en-us/deployoffice/overview-update-channels
https://docs.microsoft.com/en-us/deployoffice/overview-update-channels
https://insider.office.com/en-us/
https://insider.office.com/en-us/
https://docs.microsoft.com/en-us/powershell/module/exchange/client-access/set-owamailboxpolicy?view=exchange-ps
https://docs.microsoft.com/en-au/exchange/clients-and-mobile-in-exchange-online/client-access-rules/procedures-for-client-access-rules

5.2: MOBILE CHOICES

For many years the preferred way of connecting to
Exchange online for email was to use ActiveSync, a
protocol that both the mail client in iOS and Android
supports (sort of — not all features were supported
by each vendor). Microsoft now recommends using
the free Outlook client app which lets Microsoft
introduce new features much faster, without having
to wait for Apple or Google to catch up. This app has
been steadily growing in capability, including the
ability to connect to Gmail and other email services
and is now used by well over 100 million people.

There used to be separate Word, Excel etc. apps for
mobile but they're all consolidated under the Micro-
soft 365 (Office) app that lets you open the different
Office document types and edit them on mobile. It's
free to install but functionality depends on what
account you use to sign into it with.
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M365 App (Office) on mobile
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5.3: ONEDRIVE FOR BUSINESS

The sync client is automatically installed on
Windows or Mac OS when Apps for enterprise is
installed, and you can control its behavior using this
Group Policy template. Please train your users to
use OneDrive for Business — the power to have your
files available on whatever device you happen to be
using shouldn’t be underestimated, particularly the
ability to go to any device (if you don't have your
own devices handy), sign in to www.office.com in
any browser and edit those same files.

5.4: TEAMS

The Teams application (chapter 11) is Microsoft's
all-in-one collaboration client with support for
instant messaqging chats, group chats, voice calls,
video calls and if you have the licensing, PSTN
calling to and from normal phones. Teams s
replacing Skype for Business and starting in early
2019 the client is automatically installed when you
install Apps for enterprise, if you need to deploy it
using your favorite software deployment tool use
this MSI.

At the time of writing @ new Team'’s client app is in
public preview which should fix the two main gripes
people have with the current client: performance
(the client is an electron app and uses a lot of CPU
and memory) and swapping between different
tenants.

5.5: APPS ADMIN CENTER

The Microsoft 365 Apps admin center is a very
interesting take on cloud management for Apps
for Enterprise (Office on the Windows desktop).
Instead of managing the customization settings
using the OFffice Deployment Tool (ODT) you use


https://docs.microsoft.com/en-au/onedrive/use-group-policy
https://docs.microsoft.com/en-au/onedrive/use-group-policy
http://www.office.com/
https://docs.microsoft.com/en-us/MicrosoftTeams/msi-deployment
https://config.office.com/
https://docs.microsoft.com/en-us/deployoffice/overview-office-deployment-tool

the cloud portal to create the required XML files. The
Apps admin center does so much more however. It
inventories your Office installations across your
tenant, tracks which versions and build numbers are
installed, which ones are out of support and lets you
build Servicing Profiles to deploy newer versions of
Office. It also uses Security Policy Advisor to analyze
current usage of the apps and lets you create and
deploy policy configurations to all Apps for Enter-
prise installations (without relying on GPOs or MDM)
plus tracks which add-ins are in use across all your
devices.

If you have a large number of users, you may want
to disable the option for users to download Apps
for enterprise from www.office.com (M365 portal
— Settings — Services & add-ins — Office software
download settings) and instead deploy it using your
favorite method. If your business is using System
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Center Configuration Manager, it can be used to
deploy and update Apps for enterprise.

Since there's no additional licensing required for the
Apps admin center, and you should investigate if it
can make your life as an Office 365 administrator
easier.

IF you need to provide a modern printing environ-
ment for your users without having to bother with
print servers or installing individual drivers for each
printer on each device, consider Universal Print.

Another way you can tell how integrated the
different components of M365 are, is with Search.
This lets you search in various places in M365 and
get relevant content for you, and only showing you
content that you have access to, from within your
tenant.

-

Apps Admin Center


http://www.office.com/
https://docs.microsoft.com/en-us/deployoffice/deploy-office-365-proplus-with-system-center-configuration-manager
https://learn.microsoft.com/en-us/universal-print/fundamentals/universal-print-whatis
https://learn.microsoft.com/en-us/microsoftsearch/overview-microsoft-search

CHAPTER 6:

6.1: WINDOWS 11 ENTERPRISE

Enterprise adds Defender Application Guard,
and Defender Application Control on top of the
security features you get in Windows 11 Pro.
Application Guard protects your users when
browsing potentially malicious sites using Edge
in @ hardware isolated manner. This technology
has also been extended to Word, Excel and
PowerPoint. Application Control on the other
hand builds on earlier iterations of ApplLocker
and blocks untrusted applications from running,
including plug-ins and add-ins.


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/wd-app-guard-overview
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/windows-defender-application-control
https://support.microsoft.com/en-us/topic/application-guard-for-office-9e0fb9c2-ffad-43bf-8ba3-78f785fdba46?ui=en-us&rs=en-us&ad=us
https://support.microsoft.com/en-us/topic/application-guard-for-office-9e0fb9c2-ffad-43bf-8ba3-78f785fdba46?ui=en-us&rs=en-us&ad=us
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Browsing in an Application Guard window

Always On VPN doesn't require Windows 11 Enter-
prise and is a successor to Direct Access, if you still
need to use client VPN in your business.

Whilst it's not exclusive to Windows 11 Enterprise,
look at Windows Hello For Business to improve your
user's login experience as well as your security (a
rare case of everyone wins in security) by moving
away from passwords.

IF you're deploying large numbers of Windows 11
devices and you wantto reduce the burden of wiping
each new device and installing your custom imagqge,
consider using Windows Autopilot, it's a powerful
way to “deploy” Windows 11 by simply transforming
the pre-installed image as it's delivered by your
OEM.


https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/always-on-vpn/always-on-vpn-technology-overview
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/directaccess/directaccess
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/mem/autopilot/windows-autopilot

Herein we'll look at more advanced M365 features and configuration such as Entra
For securing your user and workload identities, managing Exchange and SharePoint
Online, Teams and how to centrally configure all your devices using Intune.



CHAPTER 7:

7.1: ENTRA, PRIVA AND PURVIEW

Before we dive into Entra ID, let's look at the
new portal where you'll be accessing it, entra.
microsoft.com. All identity related services are
housed here, whereas all Information Gover-
nance related features are in compliance.
microsoft.com, called the Purview portal
(Chapter 14), and it's got a section with all the
privacy related features called Priva.

Apartfrom EntraID, the Entra portal also houses
Entra Permissions Management which inven-
tories and right sizes administrative permissions
across Azure, AWS and GCP (laaS and PaaS) — not
related to Microsoft 365 permissions. There's
also Verified 1D that will help in the Future with
new hires and managing external identities,
and Global Secure access — however, these are
outside the scope of this book.


https://entra.microsoft.com/
https://entra.microsoft.com/
https://compliance.microsoft.com/
https://compliance.microsoft.com/
https://www.altaro.com/microsoft-365/microsoft-entra-identity-security/

7.2: MEET ENTRA ID & HYBRID IDENTITY

AD uses Kerberos and Group Policy, has a hierarchical
structure, and is based on LDAP, none of which are
cloud friendly. Entra 1D operates over HTTPS, can
be accessed from a REST API, and supports modern
authentication protocols such as Security Asser-
tion Markup Langquage (SAML), WS-Federation and
OpenlID Connect for authentication and OAuth for
authorization. It also supports federation so you
can connect it to other authentication systems.

There are three types of authentications supported
in Entra I10: Cloud based, Directory synchronization
and Single Sign On (SSO) with AD FS. The first one is
appropriate when you don't have AD on premises (or
you want to retire it) and you create accounts in the
cloud only. It's definitely the simplest to configure.
The other two require you to link your on-premises
AD to your Entra ID tenant through the free AAD
Connect tool.

7.3: AAD CONNECT — YOUR UMBILICAL CORD

AAD Connect (will presumably be renamed to Entra
ID Connect) has had several predecessors over the
years with different names — if you find an instal-
lation using DirSync or AAD Sync make sure to
upgrade to AAD Connect as those tools are no longer
supported. AAD Connect supports connecting
multiple on-premises directories to AAD. There
was also version 1 generation of AAD Connect which
is deprecated, you should be using version 2, which
updates itself automatically.

You can install the tool directly on a DC or on a
member server. There's no true active / active HA
option but you can set up a second installation of
AAD Connect on a separate server in Staging mode
and do a manual failover if the primary server is
going to be offline for some time.
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AAD Connect will synchronize user and group
accounts in OUs you select (or the entire directory
— not recommended) to Entra ID. You then assign
licenses to those user accounts, and they can start
using cloud services. Note that this also means
that on-premises is always the place to create new
accounts, and update, disable or delete existing
ones.

There are a few choices in how you handle pass-
words in AD. The simplest one is to use Password
Hash Synchronization which takes on-premises
password hashes, hashes them again with a modern
algorithm and stores the hash of the hash in the
cloud. This gives your users SSO (even though tech-
nically it's “same sign in" as the two user accounts
are in two different directories). Another benefit of
this method is that Microsoft can alert you when
they find credentials on the web / dark web with
accounts from your tenant where the passwords
match.

If you're adamant that your user's passwords can't
be stored in the cloud (not even a hash of a hash),
Pass-through authentication (PTA) is another
option. You set up agents on several (minimum 3,
maximum 40) Windows Server 2012 R2+ servers (no
inbound ports required) and when a user signs in at
www.office.com for instance, Entra ID will verify
that the correct password is supplied by communi-
cating with your AD on-premises through the PTA
agents.

Both PTA and Password hash sync optionally lets
you enable Seamless Single Sign On (Seamless SSO)
where the user logs on to AD and when they access
www.office.com they're automatically logged in.

A companion is AAD Connect Cloud Sync, which
is configured from the cloud and only relies on
lightweight agents on-premises, this also means


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies
https://www.microsoft.com/en-us/download/details.aspx?id=47594
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#staging-server
https://docs.microsoft.com/en-us/azure/security/fundamentals/choose-ad-authn
https://docs.microsoft.com/en-au/azure/active-directory/hybrid/how-to-connect-password-hash-synchronization
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start
http://www.office.com/
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
http://www.office.com/
https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/what-is-cloud-sync

you have High Availability built-in, as long as you
deploy multiple agents. Cloud Sync has slowly been
gaining feature parity with AAD Connect and the
main features missing today are support for device
objects, the ability to sync from non-AD LDAP direc-
tories, PTA support, some filtering options and large
groups with over 250,000 members. The blocker
for many though will that there's no support for
Exchange hybrid writeback. | expect Cloud Sync to
eventually replace AAD Connect.

The traditional way of not storing password hashes
in the cloud is to use AD Federation Services
(ADFS). This is much more complex and requires
several servers to be set up on-premises (or as
VMs in Azure) but does offer more Fflexibility. If
your organization has already deployed AD FS for
other purposes, setting up federation with 0365 is
not a huge project but my (and Microsoft's) recom-
mendation is to stick with PTA or Password Hash
Sync. Given the Solarwinds supply chain breach and
subsequent intrusion into various organizations
using ADFS, along with Microsoft's recommenda-
tion over the last few years to migrate from ADFS
to Azure AD, if you have ADFS deployed, it's time to
make the move to Azure AD.

7.4: AZURE MFA

One of the best things that Entra ID unlocks is the
easy set-up of Multi Factor Authentication (MFA)
for users. Passwords are one of the weakest links
in today's IT landscape and the majority of the
breaches we see are due to someone’s credentials
being compromised. One solution to this problem is
using MFA (sometimes known as 2FA or two step
authentication) where authentication not only
requires a username and password but also a device
or @ biometric gesture to be present. This drasti-
cally reduces (by 99% according to Microsoft) the
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success of credential attacks.

MFA can call your phone, send a text message with
a code, or send a notification / require a code from
the free Microsoft Authenticator app. Unless abso-
lutely required, do not use phone call or SMS, they're
more insecure than the app options.

As a baseline all your privileged accounts (Global /
Exchange / SharePoint / Compliance administrators
etc.) MUST use MFA. This is free at all tiers of 0365
and is simple to set up and the user experience is
relatively seamless if you install the app on your
smartphone. If you're an IT decision maker, expect
to receive pushback from your administrators on
this point but to maintain an acceptable security
posture, this step is non-neqgotiable — all admin-
istrators HAVE TO use MFA. As an aside I've been
using Azure MFA for my own business tenant and all
my client’s tenants that | administer for many years
now without issues.

You must however plan for times when Azure
MFA is unavailable and this includes creating one
(preferably two) Global Admin cloud accounts that
are exempt from MFA and any CA policies. These
accounts should have very long and complex
passwords that are only available to high-ranking
administrators and should have monitoring enabled
so thatif they're ever used alerts go off. These break
glass / emergency access accounts should only be
used to recover user access, for instance if Entra ID
MFA is down you might disable MFA requirements
for the duration of the outage to enable users to
login and be productive.

Enabling MFA for your end users requires some
planning and end user training. The level of tech
familiarity your users have and whether they're
normally working from corporate offices influences
how to implement MFA. Administrators always get


https://learn.microsoft.com/en-us/azure/active-directory/cloud-sync/what-is-cloud-sync
https://docs.microsoft.com/en-au/azure/active-directory/hybrid/whatis-fed
https://docs.microsoft.com/en-au/azure/active-directory/hybrid/whatis-fed
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/migrate-adfs-apps-to-azure
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/migrate-adfs-apps-to-azure
https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks/
https://docs.microsoft.com/en-au/azure/active-directory/user-help/user-help-auth-app-download-install
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-licensing
https://docs.microsoft.com/en-us/office365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-resilient-controls
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-resilient-controls

MFA Ffor free, if you're on the Business SKUs MFA
its built in but both lack the advanced features that
Entra ID Premium P1 (M365 E3) or Entra ID Premium
P2 (M365 E5) offer. These include One-time bypass,
Trusted IPs/Named locations; which lets you define
corporate office |IP address ranges where users will
not be prompted for MFA. Note that all MFA levels
let you (if you allow this feature) remember MFA on
3 trusted device for a set number of days (7-60). If
a user has logged on to a device and successfully
performed MFA, they won't be prompted on that
device for the time period and if the device is lost
or stolen either the user or you can “un-trust” these
devices easily. Starting in May 2023, Microsoft
enabled number matching for all Microsoft Authen-
ticator approvals,soinstead of just pressing Approve
or Reject, you must enter a two-digit code shown
on your computer screen. The app will also show
you the geographical location that the MFA request
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comes from. Both features are designed to combat
MFA fatique attacks, where the attacker repeatedly
tries to loqin, generating so many requests on your
phone that in the end some users simply press
Approve to make it stop.

Microsoft now enables Security Defaults for all new
tenants, and you can enable it manually for your
existing tenants. This will enforce MFA for all users
and administrators, using the Microsoft Authenti-
cator app only, blocks legacy authentication (see
chapter 15) and controls access to the Azure AD
portal. While these security enforcements are a
good starting point for a small business with limited
requirements, | advise caution for more complex
organizations, as there's no way to exclude break
glass accounts or service accounts from MFA, or
ways to handle users who don't have / can't access
the authenticator app on a phone.

MFA Authentication Strengths


https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#enabling-security-defaults

7.5: PUBLISHING APPLICATIONS

One of the most powerful features of Entra ID
is the ability to publish applications (third party
and on-premises) to your end users. These show
up right next to the normal Office applications at
myapplications.microsoft.com or www.office.com
for users to launch with a single click.

MyApps portal

Take a corporate Twitter account for instance where
several users have the username and password to
send tweets on behalf of the company. Not only will
you need to reset the password as soon as someone
leaves the company (you don't want them tweeting
as your organization after they've been fired) but
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you have little control over who else that password
is shared with. If you publish Twitter through Entra
ID and create an AD group to put usersin that should
have access, you simply add a user account to that
group, they'll automatically have single-sign-on
access to Twitter in the My Apps portal without
ever knowing the password and once they leave the
company and their account is disabled, they can't
access it any longer. For some out of the 2400+
applications supported out of the box you can even
configure automatic provisioning so that when you
add a user to the AD Salesforce group an account is
automatically created for them in Salesforce — again
without them even knowing the password to it.

A popular option is using the AWS Single Sign-On
app to integrate AAD and AWS.

7.6: PREMIUM FEATURES

Entra ID Premium P1 doesn't just unlock more MFA
features, it also allows you to ban commonly used
passwords in your on-premises AD (including a
custom word list), enable users to reset their own
passwords when they have forgotten them, inte-
grate MFA with Conditional Access and let users
reqister for both MFA and self-service password
reset (SSPR) in the same experience.


https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-application-management
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-application-proxy
https://myapplications.microsoft.com/
http://www.office.com/
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/user-provisioning
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/amazon-web-service-tutorial
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-configure
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-configure
https://docs.microsoft.com/en-us/azure/active-directory/authentication/quickstart-sspr
https://docs.microsoft.com/en-us/azure/active-directory/authentication/quickstart-sspr
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-registration-mfa-sspr-converged
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

The P2 level adds the full experience of Entra Iden-
tity Protection where you get reports and can block
authentications based on the risk level of the user
account and the sign in or even trigger an “extra”
MFA prompt based on the risk profile of the authen-
tication attempt. P2 also offers Privileged Identity
Management (PIM) where you convert all adminis-
trative accounts to eligible accounts and users have
to request elevation when they need to perform
administrative tasks (known as “Just in Time admin-
istration”).

Instead of assigning administrative roles in Entra
ID to individual user accounts you can now use
groups to grant admin access. The groups need to
have a specific attribute set (isAssignableToRole) to
true and static (rather than dynamic — automati-
cally assigning user accounts to a group based on
an attribute like "department” in the directory) user
account membership.

Where AD has a hierarchical structure, relying on
Organizational Units (OUs) to structure your user,
machine and group accounts based on department,
geography, or other approach, Entra ID is a flat
structure. Administrative Units (AUs) is a Feature
that aims to change this, using AUs you can struc-
ture user and group accounts and then delegate
administrative permissions to a single AU or AUs.
The AU admins need Entra ID Premium licensing.
Note that unlike OUs where an account can only
be in a single OU, a group or user account can be a
member of multiple AUs (up to 30).

IF you have a large environment and Premium
P2 licenses, consider using entitlement manage-
ment, 3 way to group application, group member-
ship (including Teams) and site access into a single
access package. These are useful for internal users
("you are the new person in Marketing — here's your
package that gives you all the access you need")
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and can also be used to grant access to external
users. For partner organizations that you work with
frequently you can even set it up so that their users
can apply for packages, self-service style. Entitle-
ment management can also get IT out of the role
of assigning permissions by deleqgating package
assignment to business users.

7.7: CONDITIONAL ACCESS POLICIES

Both P1 and P2 unlocks another powerful feature
in Entra ID, Conditional Access (CA). This lets you
build policies around application access (both cloud
an on-premises applications) based on the user
account and what groups they're 3 member of,
which application they're accessing, the state of
their device, their location, the sign-in risk and which
type of client application they're accessing it from.
These "if this — then do that” rules greatly enhance
the security of your data by managqing risk factors
affecting identity and access in M365.

Making it even easier to set up good CA policies
are templates (in preview at the time of writing)
covering Secure foundation, Zero Trust, Remote work,
Protecting administrators and Emerging threats.

To make sure you don't create a policy by mistake
that locks out the CEO five minutes before his board
presentation, the option to deploy CA policies in
Report-only mode lets you evaluate the impact the
policies will have without actually enforcing them.

There's an API For accessing CA policies. This makes it
possible to backup (using PowerShell for example) your
CA policies, restore them, monitor changes, and treat
them as code rather than manually manage them in
the portal. You could also test policies in a test tenant
before exporting them from there and importing them
in your production tenant after they pass validation.


https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-add-role-to-user
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-add-role-to-user
https://docs.microsoft.com/en-us/azure/active-directory/roles/groups-concept
https://docs.microsoft.com/en-us/azure/active-directory/roles/groups-concept
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
https://docs.microsoft.com/en-us/azure/active-directory/roles/admin-units-assign-roles
https://docs.microsoft.com/en-us/azure/active-directory/roles/admin-units-assign-roles
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-policy-common
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-apis

7.8: MANAGING THE ACCOUNT LIFECYCLE

Once you implement AAD Connect make sure you
update your process documentation to consider the
full lifecycle of user accounts, such as making sure
they're given the right licenses, are added to the
right groups, and when the time comes to disable
the account the right steps are followed.

To make sure that users (and quests) don't accu-
mulate access that they no longer need, use Access
Reviews (Premium P2) which now lets you review
all guest accounts in one operation, rather than on
a per Team/M365 Group basis.
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For a smaller 0365 or M365 tenant chances are you'll
never even need to go to the full Azure AD portal and
instead you'll just do your user management in the
M365 portal (Chapter 2). It's a good idea however to
explore the "full” Entra portal over at https://entra.
microsoft.com.

If you're keen to try out upcoming features in Entra
ID, use the Preview hub to learn about and turn on
public preview features.

-

Azure AD Preview hub


https://docs.microsoft.com/en-au/office365/admin/misc/deleted-users-checklist?redirectSourcePath=%252fen-us%252farticle%252f6016b50e-2b6e-4164-b565-2fde401fda3a&view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/access-reviews-for-guests-in-all-teams-and-microsoft-365-groups/ba-p/1994697
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/access-reviews-for-guests-in-all-teams-and-microsoft-365-groups/ba-p/1994697
https://entra.microsoft.com/
https://entra.microsoft.com/

CHAPTER 8:

8.1:IT'S A HYBRID WORLD

One of the strengths of M365 over Google
Workplace for instance is the clear migration
path from what you have today to the cloud,
because of Microsoft's large footprint in corpo-
rate datacenters around the world.

If you have Exchange 2013+ on-premises you
can pick any of the migration methods we
looked at in chapter 3, some of which provide
a hybrid co-existence. The full hybrid option
lets you continue running your on-premises
infrastructure for as long as you'd like and
move mailboxes in batches to the cloud on your
own schedule. You can even move mailboxes
back to on-premises should the need arise. As
you'd expect there are many details to manage
in 3 hybrid setup, including prerequisites,
ActiveSync connectivity and mailbox permis-
sions — especially when a user on-premises has
permissions to a mailbox in the cloud or vice
versa.

If all you're looking for is a simple way to move
mailboxes from Exchange to Exchange Online —
Hornetsecurity has a great Mailbox Migration
Tool.


https://docs.microsoft.com/en-us/exchange/exchange-hybrid
https://docs.microsoft.com/en-us/exchange/hybrid-deployment-prerequisites
https://docs.microsoft.com/en-us/exchange/activesync-settings
https://docs.microsoft.com/en-us/exchange/permissions
https://docs.microsoft.com/en-us/exchange/permissions
https://www.hornetsecurity.com/en/services/365-total-protection/mailbox-migration-tool/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection/mailbox-migration-tool/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

8.2: BACKUP AND NATIVE DATA PROTECTION

One thing to realize about 0365 is that Microsoft is
going to make sure that you don't lose your mailbox
data which they do through the native data protec-
tion in Exchange — keeping three copies of your
mailbox data on separate servers, along with a
“lagged copy” (behind in time, for instances where
the data is corrupted rather than lost) on a fourth
server.

They DON'T, however, keep backup copies of your
data going back into the past which may or may not
be an issue for your business, depending on your
requlatory needs. There are several third-party
services on the market which will do backups of your
Exchange and SharePoint online data. Hornetsecu-
rity 365 Total Backup is an excellent backup solu-
tion, for mailboxes, Teams, OneDrive for Business,
SharePoint and files on endpoints see chapter 16.

Recover Deleted Items in Outlook

A deleted user account and mailbox can be recov-
ered if no more than 30 days have passed.
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8.3: AUTODISCOVER

Whether your Exchange server is in the cloud or
on-premises it's important that client applications
can find it — this is the job of the Autodiscover
records in DNS. There are a number of other DNS
records required for M365 — find them in this article.

IFyou have a hybrid Exchange deployment the Auto-
discover records need to point to your on-premises
Exchange 2016/2019 Mailbox Server.

8.4: MANAGING MAILBOXES

There are many tasks associated with mailbox
management, one of them is quota management.
F3 licenses get 2 GB quotas, E1 are set at 50 GB (with
a 50 GB archive) and E3+ have 100 GB quotas with
archive mailboxes that can be max 1.5 TB. The differ-
ence between a mailbox and an archive mailbox is
that the archive is only available when you're online.
You can control how much mailbox data is stored
offline on each device with a slider in Outlook.
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Outlook offline cache setting

If you're migrating large mailboxes to Office 365,
ensure they're smaller than 100 GB and no item is
larger than 150 MB before starting the move.


https://www.hornetsecurity.com/en/services/365-total-backup/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting-provider?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-description/exchange-online-limits

In the Exchange console you can configqure settings
for a mailbox such as adding email aliases, see
quota usage, control which clients (OWA, Unified
Messaqing) and the protocols (EAS, MAPI, IMAP
and POP) the user can use, message retention
and mailbox delegation. This last option lets you
configure other users to Send As emails as the user,
Send on Behalf where the recipient can see that the
email is sent on behalf of the user, and Full Access.

8.5: MAILBOX ARCHIVE

As mentioned earlier you can enable an Archive
mailbox for mailbox content which essentially serves
as a "bottomless” storage area for older content,
hopefully stopping users from adopting PST files as
an archiving solution. The Outlook mobile client (i0S
and Android) cannot access Archive mailboxes. You
can enable auto expanding archives for E3 and E5
licensed users using PowerShell:

Set-OrganizationConfig -AutoExpandingArchive

You can also enable Archive mailboxes on a per user
basis. Note that the Archive folder that's created in
a mailbox when you right click an item and select
archive isn't related to the Archive mailbox.

8.6: MAIL FORWARDING

Be aware that users can set up their mailboxes to
forward mail to an external email address (option-
ally delivering to both inboxes). This is something
you should keep an eye on because while there may
be leqgitimate business reasons to forward mail, it's
also a Favored attack vector for hackers where they
silently read emails and then use that for various
nefarious purposes. There's a report in the Mail Flow
dashboard to show you what forwarding rules exist.
You can also block users from being able to Forward
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mail in several ways.
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Mail Flow rule to block exerternal email forwarding

8.7: SHARED MAILBOXES

There are times when you'd like a mailbox that
doesn't "belong” to a particular user such as sales@
or support@ where you have a team of users
accessing the same alias. As long as the Shared
mailbox doesn't have a larger quota than 50 GB or
uses an Archive mailbox it won't consume a license.
It's also one option for handling staff that have
left your company while you still need to monitor
their email for incoming emails, converting their
mMailbox to a shared mailbox and assigning access
to the appropriate staff will free up the license to
be assigned to a new user. From a security point of
view, make sure direct login to shared mailboxes is
blocked — users should only access shared mail-
boxes by adding them as an additional mailbox in
Outlook.


https://docs.microsoft.com/en-us/office365/securitycompliance/enable-unlimited-archiving
https://docs.microsoft.com/en-us/office365/securitycompliance/enable-unlimited-archiving
https://techcommunity.microsoft.com/t5/exchange-team-blog/all-you-need-to-know-about-automatic-email-forwarding-in/ba-p/2074888#M29316
https://techcommunity.microsoft.com/t5/exchange-team-blog/all-you-need-to-know-about-automatic-email-forwarding-in/ba-p/2074888#M29316
https://docs.microsoft.com/en-us/exchange/collaboration-exo/shared-mailboxes
https://docs.microsoft.com/en-us/exchange/collaboration-exo/shared-mailboxes

8.8: MAIL CONTACTS AND USERS

Both Mail Contacts and Users show up in All
contacts, the Global Address List (GAL) and the
Offline Address Book (OAB). A contact is a pointer
to an email address in an external system, whilst a
user is also a pointer to an external address, but the
user has 0365 credentials to be able to access Share-
Point Online or OneDrive for Business. The Iatter is a
remnant of on-premises Exchange, modern external
sharing such as Teams, Planner and others use
Azure Business to Business (B28B) collaboration for
quest access.
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8.9: DISTRIBUTION LISTS

Grouping email addresses together to facilitate
communication with teams of people is something
that email systems have been doing for decades —
in the Exchange Online Admin Center (EAC) you can
create Distribution Lists (DL). Note that the default
is to create an M365 Group instead and in fact
Microsoft is pushing to replace DLs with Groups.
Dynamic Groups make maintaining membership
easier, basing the membership on an Entra ID
attribute such as “department” — if that's set to
Marketing for instance, the user is automatically
included in the right group.


https://docs.microsoft.com/en-us/azure/active-directory/b2b/o365-external-user
https://docs.microsoft.com/en-us/office365/admin/create-groups/compare-groups?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/admin/manage/upgrade-distribution-lists?view=o365-worldwide
https://docs.microsoft.com/en-au/azure/active-directory/users-groups-roles/groups-change-type
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

CHAPTER 9:

9.1: ONEDRIVE FOR BUSINESS

0OD4B builds on SharePoint Online to provide
each licensed user with their own document
storage; 1TB for most SKUs. This quota can be
increased to 5 TB for certain licenses.

As mentioned, once you store files in OD4B
you can access them from any device, through
clients for Android, i0OS, Windows, MacOS and
a web interface. There are some limitations
on file names, types and sizes to be aware of.
The OD4B sync client lets you see all Files on
a device that you have synced, they can be in
an Online-only state where you see them but
they're not actually present on the device, when
you open such a file it's downloaded and cached
and thus locally available, a user can also pick
one or more files to always keep on this device.


https://learn.microsoft.com/en-us/sharepoint/find-settings
https://learn.microsoft.com/en-us/sharepoint/find-settings
https://support.office.com/en-us/article/invalid-file-names-and-file-types-in-onedrive-onedrive-for-business-and-sharepoint-64883a5d-228e-48f5-b3d2-eb39e07630fa?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Save-disk-space-with-OneDrive-Files-On-Demand-for-Windows-10-0e6860d3-d9f3-4971-b321-7092438fb38e

- /

Cloud only local and pinned files in OD4B

You can restrict synchronization to only domain
joined devices. To help users manage the contents
of common folders you can use Known Folder Move
(KFM) to synchronize the content of the Desktop,
Documents and Pictures folders to OD4B and thus
between devices.

9.2: SHAREPOINT

If you're an on-premises SharePoint adminis-
trator, you'll be familiar with managing the under-
lying infrastructure of your servers as well as the
complex web of sites and document workflows that
end users consume on top of it. If you're only now
meeting SharePoint in the cloud for the first time,
you'll likely have a very different experience where
you see SharePoint simply as the underlying docu-
ment storage for other applications (Teams, Groups,
Planner) and perhaps as the platform for your
company's intranet.
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Building blocksin SharePoint are sites where content
is stored, and you can control the layout, theme,
navigation, and security with classic and modern
flavors. If you're starting out or creating new sites,
Modern sites are the way to go and there are a few
different types available such as Communication
sites, Team sites and Hub sites. Part of a larger
vision for SharePoint, the modern sites and pages
are very useful as they adapt to screen resolutions
across smartphones and different size computer
screens.

Search lets you find sites, files (including OneDrive
for Business files), people and news content and
if there are pictures in the content Artificial Intel-
ligence (Al) will have extracted metadata and (if
present) text content from those images. If you have
configured a hybrid deployment your on-premises
documents will show up in the search results as
well. Apps are add-ins / Web parts that expand the
functionality of sites and Site collections are 3 way
to group sites with a similar purpose together.

To set up different sites, use site templates to get
you started. Ifyou're creating anintranet site, there's
an excellent Lookbook service with beautiful sites,
providing modern experiences.

SharePoint Syntex is a3 technology that uses Al
and ML to automate content processing and trans-
forms content into knowledge. It understands your
documents, processes forms and is applicable to
large organizations with complex workflows and
processes.


https://docs.microsoft.com/en-us/onedrive/allow-syncing-only-on-specific-domains
https://docs.microsoft.com/en-us/onedrive/allow-syncing-only-on-specific-domains
https://docs.microsoft.com/en-us/onedrive/redirect-known-folders
https://docs.microsoft.com/en-us/onedrive/redirect-known-folders
https://docs.microsoft.com/en-us/sharepoint/dev/transform/modernize-classic-sites
https://support.office.com/en-us/article/create-a-communication-site-in-sharepoint-online-7fb44b20-a72f-4d2c-9173-fc8f59ba50eb
https://support.office.com/en-us/article/create-a-communication-site-in-sharepoint-online-7fb44b20-a72f-4d2c-9173-fc8f59ba50eb
https://support.office.com/en-us/article/create-a-team-site-in-sharepoint-ef10c1e7-15f3-42a3-98aa-b5972711777d
https://docs.microsoft.com/en-us/sharepoint/create-hub-site
https://docs.microsoft.com/en-us/sharepoint/hybrid/hybrid-search-in-sharepoint
https://support.microsoft.com/en-au/office/apply-and-customize-sharepoint-site-templates-39382463-0e45-4d1b-be27-0e96aeec8398
https://lookbook.microsoft.com/
https://learn.microsoft.com/en-us/sharepoint/advanced-management
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SharePoint Online Admin Center

Be aware of the limits of SharePoint Online, partic-
ularly the total storage available which is 1 TB + 10
GB per license purchased. Search is an area that you
want to spend some time customizing so your end
users have a good experience. Sharing is another
area that you want to control as how users can
share content internally and (critically) externally
directly influences the balance between collabora-
tion and security.

Migrating content from on-premises SharePoint
Server and network file shares to M365 is the job of
the SharePoint Migration Tool, as well as numerous
third-party services. If users accidentally delete files
or ransomware has encrypted stored files you can
use the Restore Files interface to restore files and
folders or entire libraries from up to 30 days in the
past. There's also the Recycle bin (93 days reten-
tion) for individual file restores and Restore Files for
OneDrive.

SharePoint and OD4B external
sharing control


https://docs.microsoft.com/en-us/office365/servicedescriptions/sharepoint-online-service-description/sharepoint-online-limits
https://docs.microsoft.com/en-us/sharepoint/manage-search-the-admin-center
https://docs.microsoft.com/en-us/sharepoint/external-sharing-overview
https://docs.microsoft.com/en-us/sharepoint/external-sharing-overview
https://docs.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool
https://support.office.com/en-us/article/restore-a-document-library-317791c3-8bd0-4dfd-8254-3ca90883d39a
https://support.office.com/en-us/article/restore-items-in-the-recycle-bin-of-a-sharepoint-site-6df466b6-55f2-4898-8d6e-c0dff851a0be
https://support.office.com/en-us/article/restore-your-onedrive-fa231298-759d-41cf-bcd0-25ac53eb8a15

CHAPTER 10:

10.1: GROUP TYPES

An area that often confuses new 0365 adminis-
trators is the different types of groups, here's a
short rundown to sort it out:

Microsoft 365 Groups (the type covered in
this chapter)

Distribution Groups (Chapter 8)

Security Groups are used to grant access to
resources

Mail-enabled Security Groups are also used
to grant access and can also be emailed
which will mean all members will receive a
copy of the email

Shared Mailboxes (Chapter 8)

While you can create Microsoft 365 Groups
directly, you're more likely to interact with them
as a building block, providing a single identity
for all of M365, that services such as Teams,
Yammer and others use. In addition, Outlook
can use M365 groups, SharePoint Modern Team
sites are built on them, and Stream and PowerBlI
use them to control access.



If configured thus you can write M365 Groups back
to your on-premises AD where they manifest as
distribution groups. You can't nest M365 Groups into
other groups, and they can only contain actual M365
user accounts whilst Exchange Distribution groups
can contain user accounts, Mail users and contacts
(see Chapter 8). Unless you've changed the defaults,
any user in your tenant can create an M365 group
which could lead to governance issues. You can
instead designate users who can create groups. You
can also use various policy settings to control 0365
Group behavior in your tenant, such as expiration
policies to manage the lifecycle of groups and you
can control the naming of groups through policy.

It's easy to share content from within an M365
group with external users and M365 groups are also
a shared repository of historical content as anyone
who is @ member can see all the content going
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back to when the group was first created. It used
to be that each licensed user in your tenant gave
you five B2B quest licenses, and you could use one
time passcodes for external quests who don't have
a Google, Microsoft Account (MSA) or an account in
Azure AD.

That licensing model for external users has changed,
Microsoft is bringing together Azure B2B and B2C
(using Azure as a store for Consumer identities for
your in-house developed application) and the new
license model means each tenant can have up to
50,000 external users at no extra cost. Note that
quests have full access to all group content by
default. You can control which domains external
users have to be (or can't be from) for external
access.

-

Groups in the M365 Admin Center


https://docs.microsoft.com/en-us/office365/admin/create-groups/plan-for-groups-governance?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-settings-cmdlets
https://docs.microsoft.com/en-us/office365/admin/create-groups/office-365-groups-expiration-policy?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/admin/create-groups/office-365-groups-expiration-policy?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/admin/create-groups/groups-naming-policy?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/admin/create-groups/manage-guest-access-in-groups?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/b2b/one-time-passcode
https://docs.microsoft.com/en-us/azure/active-directory/b2b/one-time-passcode
https://docs.microsoft.com/en-au/azure/active-directory/b2b/allow-deny-list
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External Collaboration settings in Entra - blocking specified domains

Today when you create a group it's private where
the Owners of the group must approve a request
to join, you can also make a group public where
anyone can join. You can change the tenant default
which will ensure new groups are public or you can
change the setting on a group after you've created
it. Each group can have up to 100 owners and over
1000 users; an individual user cannot create more
than 250 groups. Like other constructs in M365

you have 30 days to restore a group once it's been
deleted while individual documents in the group are
housed in the SharePoint recycle bin for 93 days.

Dynamic groups are a neat way to reduce the admin-
istrative overhead of managing group membership
manually, based on queries of Entra ID attributes,
although be aware that it requires Entra ID Premium
P1 licensing.


https://docs.microsoft.com/en-us/office365/admin/create-groups/restore-deleted-group?view=o365-worldwide
https://docs.microsoft.com/en-au/azure/active-directory/users-groups-roles/groups-dynamic-membership

CHAPTER 1Y

300 MILLION

11.1: MEET TEAMS

Alotof developmentis goinginto Teams to make
sure it's the best place for groups of people to
work together, the most recent evidence is the
new Teams client application (public preview
March 2023).

A Team can have up to 25,000 users but in my
experience, it works best with smaller teams
(up to a few hundred). If you're delivering a
webinar style event with people just watching,
there's a 20,000-attendee limit. There are
client applications for Windows, MacOS (both
updated bi-weekly), i0OS and Android as well as
3 web-based interface (updated weekly). Like
many things in M365 there are two components
to successful adoption, the technical side, and
the user training side.


https://www.microsoft.com/en-us/Investor/events/FY-2023/earnings-fy-2023-q3.aspx#:~:text=Our%20third%20quarter%20revenue%20was,our%20sales%20teams%20and%20partners.
https://www.microsoft.com/en-us/microsoft-365/blog/2023/03/27/welcome-to-the-new-era-of-microsoft-teams/
https://learn.microsoft.com/en-us/microsoftteams/limits-specifications-teams
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Teams Admin Center

IfF you have conference rooms, make sure you
consider the technology you outfit them with,
Teams Rooms are a powerful way to use technology
to connect staffin the office with staff working from
home. Teams Rooms are split into Basic (free, up to
25 systems can have this type of license) and Pro,
which comes with many security, convenience and
extra collaboration features. The old Teams Room
Premium licensing has been retired.

Until recently there were just Teams licensing (as
part of M365 licensing) and a free Teams for smaller
teams (which is being retired). In February 2023 a
new, paid for, licensing tier called Teams Premium
became available. As with any M365 feature set
you need to carefully assess whether the additional
features make business sense, for the users you
license it for (not everyone needs to have Teams
Premium). Premium Features include protected

meetings with watermarks on recordings (with the
email address of the person recording), sensitivity
Iabels for meetings and end-to-end encryption, as
well as custom meeting templates and themes. For
webinars there are a lot of extra features improving
the overall experience, and finally virtual appoint-
ments manages these types of meetings, including
SMS notifications.

11.2: TEAMS PHONE

One great appeal of Teams is that you can connect
it to the Public Switched Telephone Network (PSTN),
allowing your users to call anyone in the world from
their Teams client (on any platform) and have a
phone number so anyone can call them. This combi-
nation of external phone calls, internal VOIP / video
calls and video conference meetings or webinars,


https://learn.microsoft.com/en-us/microsoftteams/rooms/rooms-licensing
https://learn.microsoft.com/en-us/microsoftteams/rooms/rooms-licensing
https://docs.microsoft.com/en-us/microsoftteams/rooms/
https://learn.microsoft.com/en-us/microsoftteams/enhanced-teams-experience
https://learn.microsoft.com/en-us/microsoftteams/cloud-voice-landing-page
https://learn.microsoft.com/en-us/microsoftteams/cloud-voice-landing-page

easy File sharing and co-authoring, plus asynchro-
nous Instant Messaging and chat is what has made
Teams the de facto collaboration and communica-
tion hub in many businesses.

There are a few options on how to connect, and
depending on your geographical location in the
world not all will be available. You can use Calling
Plans, where Microsoft is effectively your telco
provider or Operator Connect if your existing telco
participates in the program and can facilitate the
connectivity. There's also Phone Mobile where
an existing telco uses SIM-enabled mobile phone
numbers with Teams, and finally Direct Routing
where you connect on-premises infrastructure to
Teams. And in larger environments you may be
using several of these in combination.

Part 2

11.3: MANAGING TEAMS

Your main interface is the Teams Admin portal, and
there's a PowerShell module available. Underneath
each Team is an M365 Group (Chapter 10) with the
chat messages stored in Azure table storage, shared
files in the Team’'s SharePoint library and personal
filesin each user's OD4B, voicemail and calendars are
stored in user's Exchange mailboxes, and meeting
recordings in Azure media services. If you're in a
larger business, make sure to plan for governance of
Teams early in your deployment. Visit your Tenant's
Team's Guest access settings to make sure you
have a good balance between security and collab-
oration for your business. Another handy feature
is the ability to use templates For Teams creation,
including creating your own custom templates.

Teams Guest Access settings


https://support.microsoft.com/en-us/office/collaborate-on-files-in-microsoft-teams-9b200289-dbac-4823-85bd-628a5c7bb0ae
https://learn.microsoft.com/en-us/microsoftteams/pstn-connectivity#phone-system-with-calling-plan
https://learn.microsoft.com/en-us/microsoftteams/pstn-connectivity#phone-system-with-calling-plan
https://learn.microsoft.com/en-us/microsoftteams/operator-connect-plan
https://learn.microsoft.com/en-us/microsoftteams/operator-connect-mobile-plan
https://learn.microsoft.com/en-us/microsoftteams/pstn-connectivity#phone-system-with-direct-routing
https://admin.teams.microsoft.com/
https://docs.microsoft.com/en-us/powershell/module/teams/?view=teams-ps
https://docs.microsoft.com/en-us/MicrosoftTeams/plan-teams-governance
https://docs.microsoft.com/en-us/microsoftteams/get-started-with-teams-templates-in-the-admin-console

Each Team has a default General channel, and you
can further create channels to organize communi-
cations, within each channel you can add tabs for
Planner, OneNote, PowerBI, Stream, Wiki, websites
and third-party apps. To limit the proliferation of
Teams in your organization you can limit who can
create Teams (by default all users can), as well as
use Private Channels in a Team. You could have
a Team for the Sales department with a private
channel for only sales managers to discuss confi-
dential information for instance.

There's also the ability to share a Channel with an
external user, rather than sharing a whole Team. The
main benefit for the invited user is that they can be
logged in with their own tenant account and access
the shared channel chat and documents without
the need to sign out and sign back into Teams using
their guest account. You can only create a new
channel as a shared channel, you can't convert a
normal channel to a shared channel.

Teams Third-Party Add-Ins
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Delivering presentations using Teams is common,
the PowerPoint Live Feature makes it more inter-
active by allowing attendees to interact with the
presentation at their own pace and Presenter mode
gives you more control over how your presentation
delivery shows up for the audience. To practice your
delivery (in PowerPoint in general), use Speaker
Coach.

A qgreat feature is breakout rooms. This lets you
send users to or ask users to pick “rooms” where
they can collaborate with a subset of the users in a
Team during @ meeting, and then return to the main
meeting later.

Recordings of Teams meetings (including transcrip-
tions) used to be stored in Stream, now they're
saved in OD4B / SharePoint where they can be
shared easily (including with external attendees).
A good tip is being aware of the default expiry of
meeting recordings: 120 days. You can change that
(For recordings in your tenant) in the Teams admin
center - Meetings - Meeting policies - Recording
& transcription. Speaking of transcriptions, if you
have Teams Premium you can enable translated
captions, so that a meeting delivered in English can
be viewed by a German viewer with captions in their
language, and another viewer can have captions in
Chinese for example.

1.4: USING TEAMS

If you're used to communicating via email here are
some quidelines to be effective with Teams. Use @
mentions to draw something to the attention of a
specific Team member, 3 channel or a whole team.
Be generous with your Praise when someone does
something good for the Team, and if you want to
acknowledge a message just Like it, instead of
adding to the noise with a text-based reply. When


https://docs.microsoft.com/en-us/microsoft-365/solutions/manage-creation-of-groups?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/solutions/manage-creation-of-groups?view=o365-worldwide
https://docs.microsoft.com/en-us/MicrosoftTeams/private-channels
https://learn.microsoft.com/en-us/microsoftteams/shared-channels
https://support.microsoft.com/en-us/office/present-from-powerpoint-live-in-microsoft-teams-28b20e74-7165-499c-9bd4-0ad975d448ad
https://support.microsoft.com/en-us/office/engage-your-audience-with-presenter-modes-a3599bcb-bb35-4e9c-8dbb-72775eb91e04
https://support.microsoft.com/en-us/office/rehearse-your-slide-show-with-speaker-coach-cd7fc941-5c3b-498c-a225-83ef3f64f07b
https://support.microsoft.com/en-us/office/rehearse-your-slide-show-with-speaker-coach-cd7fc941-5c3b-498c-a225-83ef3f64f07b
https://docs.microsoft.com/en-us/microsoftteams/using-breakout-rooms
https://support.microsoft.com/en-us/office/view-live-transcription-in-microsoft-teams-meetings-dc1a8f23-2e20-4684-885e-2152e06a4a8b
https://support.microsoft.com/en-us/office/view-live-transcription-in-microsoft-teams-meetings-dc1a8f23-2e20-4684-885e-2152e06a4a8b
https://docs.microsoft.com/en-us/microsoftteams/cloud-recording
https://docs.microsoft.com/en-us/microsoftteams/cloud-recording
https://support.microsoft.com/en-us/office/use-live-captions-in-microsoft-teams-meetings-4be2d304-f675-4b57-8347-cbd000a21260
https://support.microsoft.com/en-us/office/use-live-captions-in-microsoft-teams-meetings-4be2d304-f675-4b57-8347-cbd000a21260

you're about to post about something — check if
there's already a thread related to it and add to that
instead and use the text styling (or a GIF / Sticker /
Meme) when you want to get your point across and
Sad, Angry or Happy reactions to contribute to the
conversation when appropriate.

You can blur the background when you're in a video
meeting, or replace the background image and if
you have frontline workers that need to commu-
nicate with others, use the Walkie Talkie push-to-
talk feature. You can also use an avatar to replace
your video feed, handy for those Monday morning
meetings when you've got a bad hair day, instead
presenting a “cartoon” version of yourself.

Teams will automatically translate messages
in other languages to the language set in your
personal settings. And there's offline functionality,
so if you're offline, Teams will save your unsent
messages and send them when you're back online.

When you're in @ meeting you can use Together
mode which will show the video of each participant
as if they were sitting in a lecture hall, removing
the Brady bunch feel of the traditional grid of video
feeds.

11.5: VIVA

IF you needed any more proof how central Teams
has become to Microsoft's vision and roadmap for
modern collaboration and work, look no further than
the Viva employee experience platform (EXP). Viva
has eight pillars, all surfaced in Teams: Viva Connec-
tions takes your SharePoint Online Home site, Line
of Business (LOB) applications, and other internal
news sources and lets you target company news
and connections to the right people. Viva Insights
is the next iteration of My Analytics to help staff
manage time and avoid burnout, integration with
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Headspace for gquided meditations and a virtual
commute function to wrap up the workday. For
Managqgers there's a de-identified view to see how
a team is fairing from a stress, mental health, and
productivity point of view. There's also a Leaders
view for executives to see the overall state of their
staff. The third pillar is Viva Learning, surfacing
training courses and microlearning content while
integrating with other Learning Management
Systems (Cornerstone OnDemand, Saba, SAP
SuccessFactors and Workday) to make learning a
natural part of everyone's daily work. Managers can
schedule trainings and staff can share particularly
good courses with each other and they're all avail-
able directly in Teams. Viva Topics builds on Cortex
/ Syntex and uses Al to organize company-wide
content (in-house projects, products, acronyms)
and staff expertise and surfacing this as topic cards
/ pages in Teams, Microsoft Search, SharePoint, and
Office. Think of this as Wikipedia for your business.

Viva Goals applies the power of the objectives and
key results (OKR) framework to help staff track their
progress against goals. Viva Engage on the other
hand connects people across an organization (this is
really the new name for what used to be Yammer).
The new Viva Sales integrates with any CRM
(including of course Microsoft Dynamics 365) for
deeper client insight and engagement. And finally,
Viva Pulse (in public preview at the time of writing)
helps leaders and managers to receive and act on
internal feedback in an organization.

As you can probably tell from these brief descrip-
tions, most of the Viva modules are likely to find
their homes in larger enterprises as that's where the
challenges of “manaqging people” at scale are most
acutely felt.


https://www.microsoft.com/en-au/microsoft-teams/background-blur
https://docs.microsoft.com/en-us/microsoftteams/walkie-talkie
https://learn.microsoft.com/en-us/microsoftteams/meeting-avatars
https://docs.microsoft.com/en-us/microsoftteams/inline-message-translation-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/connectivity-issues#when-teams-is-offline-or-in-low-bandwidth-conditions
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/how-to-get-the-most-from-together-mode/ba-p/1509496
https://techcommunity.microsoft.com/t5/microsoft-teams-blog/how-to-get-the-most-from-together-mode/ba-p/1509496
https://www.microsoft.com/en-us/microsoft-365/blog/2021/02/04/microsoft-viva-empowering-every-employee-for-the-new-digital-age/
https://techcommunity.microsoft.com/t5/microsoft-viva-blog/microsoft-viva-connections-helps-everyone-to-stay-engaged-and/ba-p/2107009
https://techcommunity.microsoft.com/t5/microsoft-viva-blog/microsoft-viva-connections-helps-everyone-to-stay-engaged-and/ba-p/2107009
https://docs.microsoft.com/en-us/workplace-analytics/use/viva-insights-my-org
https://techcommunity.microsoft.com/t5/microsoft-viva-blog/announcing-microsoft-viva-learning-private-preview/ba-p/2107023
https://learn.microsoft.com/en-us/viva/learning/configure-other-content-sources
https://learn.microsoft.com/en-us/viva/learning/configure-lms
https://learn.microsoft.com/en-us/viva/learning/configure-lms
https://techcommunity.microsoft.com/t5/microsoft-viva-blog/introducing-microsoft-viva-topics/ba-p/2107007
https://learn.microsoft.com/en-us/viva/goals/intro-to-ms-viva-goals
https://learn.microsoft.com/en-us/viva/engage/overview
https://learn.microsoft.com/en-us/viva/sales/introduction
https://learn.microsoft.com/en-us/viva/pulse/introduction-to-viva-pulse

11.6: EXTENDING TEAMS

Another powerful capability is adding apps to Teams
through the Teams Store. Microsoft tests and vali-
dates these apps. There are hundreds of different
apps forintegrating with other platforms, enhancing
productivity, improve meetings, customer relation-
ship management (CRM) and many more. A very
popular app is Microsoft Whiteboard, free on all
platforms, that you can use both inside Teams and
standalone to brainstorm and plan together.

As an administrator you have granular control, you
can allow or block apps, control the permissions
they are given, manage how the apps are made
available to users, plus report on app usage. You
can also have custom apps developed in-house.
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You can further extend Teams with Bots that can
interact with your users naturally through chat or a
notification bot that can push relevant information
to your users.

With the advent of Slack (Team's main competitor)
and Teams many people have (again) proclaimed
the death of email. As usual we tend to see new
technology as a direct replacement for the old while
the reality is more nuanced. | find Teams more effi-
cient for group-based work, the sharing of files and
communication is superior to email but commu-
nication outside of client projects I'm involved in
still relies on email. And you can use email to send
messages to a channel in a Team.

Teams Guest Access settings


https://learn.microsoft.com/en-us/microsoftteams/overview-third-party-apps
https://www.microsoft.com/en-au/microsoft-365/microsoft-whiteboard/digital-whiteboard-app/
https://learn.microsoft.com/en-us/microsoftteams/manage-apps
https://learn.microsoft.com/en-us/microsoftteams/teams-app-permission-policies
https://learn.microsoft.com/en-us/microsoftteams/teams-app-setup-policies
https://learn.microsoft.com/en-us/microsoftteams/teams-app-setup-policies
https://learn.microsoft.com/en-us/microsoftteams/teams-analytics-and-reports/app-usage-report
https://learn.microsoft.com/en-us/microsoftteams/teams-custom-app-policies-and-settings
https://docs.microsoft.com/en-us/microsoftteams/platform/concepts/bots/bots-overview
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12.1: PLANNER

Microsoft has had Project for large scale project
management for many years but for small to
medium undertakings it's overkill (there's 3
steep learning curve) and this is where Planner
shines. If you've ever used Trello, you should be
comfortable with Planner's workflow.

There's a web-based interface, along with iOS
and Android clients but no PC client. If you add a
Planner tab to a Team, you can create a new plan
or attach an existing one. You organize tasks
into buckets, assign tasks to different people
and track the progress of those tasks. Tasks can
also be viewed in a Schedule (calendar) view,
and you can export a plan to Excel.



A Plan in Planner

Other task management offerings from Microsoft
includes To-Do (mobile, web and PC clients are avail-
able) which integrates with Outlook tasks.

12.2: STREAM

This is the best way to share video inside your
company and it's similar to YouTube. There are
clients for i0OS and Android and a web interface but
currently there's no licensing in place for sharing
videos with people outside your tenant.
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When you upload a video it'll be processed and
if the people in it are speaking English, Chinese,
French, German, Italian, Japanese, Portuquese, or
Spanish it'll automatically generate captions which
are searchable in Stream, making it easy to find the
right video or point in the video. It'll also attempt to
recognize people in the video and if successful will
list those people with the video information. Teams
used to use Stream to store meeting recordings, but
they're now stored in OD4B / SharePoint.

12.3: KAIZALA

This is an application like Teams, designed for front-
line / transient workers with poor connectivity.
Think of this as a3 managed version of WhatsApp.

12.4: POWERSI

Visualizing data is important for any modern busi-
ness who wants to be data-driven and PowerBl is
Microsoft's answer. There's a desktop client where
you build your dashboards, there's also a web inter-
face. Licensing is a bit of a challenge, depending on
what you've built and who you want to share it with.

It'salotof funtouseandtheresultscanbeextremely
useful for many aspects of your business.


https://docs.microsoft.com/en-us/stream/input-audio-video-formats-codecs
https://docs.microsoft.com/en-us/stream/portal-autogenerate-captions
https://docs.microsoft.com/en-us/power-bi/service-admin-licensing-organization
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12.5: POWER AUTOMATE

This deceptively simple, web-based tool is designed to automate tasks without having to write code (it used
to be called Flow). Simply drag in actions, connect them to external systems and schedule them to run requ-
larly or be triggered by an event. There are lots of templates to help you get started as well as connectors to

hook into Microsoft and third-party systems. If you've used If This Then That or Zapier, Power Automate is
easy to get started with.
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Power Automate Templates


https://docs.microsoft.com/en-us/learn/modules/get-started-with-flow/index
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12.6: POWERAPPS

Ever wished you could equip your staff with a custom mobile app to gather or access data in the field but
realized the development costs were too high? PowerApps is the solution, providing a low code / no code
development environment to build applications that connect to SharePoint, Excel, 0365, Dynamics 365 or SQL
server on-premises or in the cloud; or the Dataverse platform. The resulting app runs on i0S, Android, in a
web browser or in Teams and SharePoint Online. If you need to manage data in your apps there's Dataverse
for Teams and the full Dataverse flavor.
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PowerApps Templates


https://docs.microsoft.com/en-us/powerapps/powerapps-overview
https://docs.microsoft.com/en-us/powerapps/maker/common-data-service/data-platform-intro
https://docs.microsoft.com/en-us/powerapps/teams/data-platform-compare

12.7: MICROSOFT LISTS

Yes, the old SharePoint list concept was given a new
lease of life, including a separate app and is also
available in Teams. Use it to track lists of “stuff” and
manage information.

12.8: MICROSOFT LOOP

Potentially the most confusing technology Micro-
soft has released in recent years (currently in public
preview) is Loop. The concept is fairly simple, you
have Loop Components that you can embed in
various locations, such as documents, Teams chats
or an email, and these are kept in synch across these
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different places. Loop pages lets you bring together
components, links, tasks, and other data. Finally,
Loop workspaces are shared spaces bringing pages
and components together. | find Loop most usefulin
the early stages of a project or an idea — brainstorm,
work together with others on a concept and keep all
ideas in synch with everyone you're working with.

The challenge today is that due to the under-
lying storage of Loop components being in user's
personal OneDrive for Business, sharing outside an
organization doesn't really work, and even inside a
tenant it can be a challenge. If Microsoft can solve
these challenges, Loop has an interesting future.


https://www.microsoft.com/en-us/microsoft-365/microsoft-lists
https://support.microsoft.com/en-us/office/get-started-with-microsoft-loop-9f4d8d4f-dfc6-4518-9ef6-069408c21f0c
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

CHAPTER 13:

MICROSOFT INTUNE
MOBILE DEVICE MANAGEMENT (MDM)

CLOUD SERVICE

There used to be an on-premises product called
System Center Configuration Manager (SCCM),
now called Microsoft Configuration Manager,
which you can integrate tightly with Intune.

There used to be a requirement that Intune
administrators were licensed for Intune but this
is no longer the case. Endpoint analytics is an
interesting part of Intune, using signals from
your devices to pinpoint problematic or slow
PCs, it's part of the overall Adoption score.

If you have Windows 10/11 devices that serve
specific functions (on a factory floor, at a nurses
station in a hospital for example), you can use
Cloud Configuration to easily manage them
entirely using Intune, with scripted, baseline
configuration settings.


https://docs.microsoft.com/en-us/intune/what-is-intune
https://docs.microsoft.com/en-us/intune/get-started-evaluation
https://docs.microsoft.com/en-us/intune/get-started-evaluation
https://docs.microsoft.com/en-us/mem/configmgr/
https://docs.microsoft.com/en-us/mem/intune/fundamentals/unlicensed-admins
https://docs.microsoft.com/en-us/mem/intune/fundamentals/unlicensed-admins
https://learn.microsoft.com/en-us/mem/analytics/overview
https://learn.microsoft.com/en-us/microsoft-365/admin/adoption/adoption-score?view=o365-worldwide
https://learn.microsoft.com/en-us/mem/intune/fundamentals/cloud-configuration
https://learn.microsoft.com/en-us/mem/intune/fundamentals/cloud-configuration

13.1: MOBILE DEVICE MANAGEMENT

There are a couple of ways you can use Intune, if
you have devices (smartphones, tablets, laptops)
that are company owned you can enroll them in
Intune. This gives you a great deal of control over
the device, including the ability to manage settings,
apps and the option to wipe the device should it be
lost or stolen. You can also use Intune to manage
OS updates for Windows devices, push out applica-
tions to devices, configure Wi-Fi profiles and deploy
certificates as well as block iOS jailbroken and rooted
Android devices.

Android Compliance Policy in
Endpoint Manager
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If the device is a personal device, owned by the
employee, they may not be comfortable with
enrolling the device so you can use Mobile Applica-
tion Management (MAM) for those devices.

13.2: MOBILE APPLICATION MANAGEMENT

This less intrusive approach lets you create app
protection policies (APP) across specific applica-
tions, with email being the classic example. Users
want to access business email on their personal
smartphone so you put policies around it where they
can only use Outlook (free mobile app for Android
and i0S), not the built-in mail apps and you can
further protect corporate data so that a user can't
copy business data to a non-business app (personal
email app etc.). If the device is lost or stolen, you can
wipe the corporate data off it while leaving personal
photos etc. untouched.

Picking between MDM and MAM is going to depend
on many factors such as your userbase, your
employment contracts, business and security needs
and more; make sure you spend some time in the
planning phase to get it right.

Another part of managing mobile applications might
be to connect them back to on-premises resources
securely, Microsoft now offers their own VPN for
iOS and Android called Tunnel — and it's inteqgrated
into the Microsoft Defender for Endpoint.


https://docs.microsoft.com/en-us/intune/what-is-device-management
https://docs.microsoft.com/en-us/intune/what-is-device-management
https://docs.microsoft.com/en-us/intune/android-deployment-scenarios-app-protection-work-profiles#about-intune-app-protection-policies
https://docs.microsoft.com/en-us/intune/android-deployment-scenarios-app-protection-work-profiles#about-intune-app-protection-policies
https://docs.microsoft.com/en-us/intune/byod-technology-decisions
https://docs.microsoft.com/en-us/intune/planning-guide
https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-configure
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13.3: MICROSOFT CONFIGURATION MANAGER

If you have deployed MCM on-premises to manage
your servers and traditional client PCs you can inte-
grate Intune into your management flow through
Co-management to leverage the best of both
worlds and prepare your environment for a gradual
migration to cloud management. Don't confuse this
with Hybrid MDM which is the older, deprecated
approach to marrying SCCM and Intune.
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13.4: INTUNE SUITE

In true Microsoft fashion there are add-ons for
Intune that you may want to consider for your
business, if they solve a particular business problem
for you. There are stand-alone add-ons, an Intune
P2 plan and the full Intune Suite, which includes the
following: Advanced endpoint analytics to track
and optimize end user experiences, Endpoint Priv-
ilege Management which lets end users perform
certain administrative tasks on their Windows device
without being a local administrator and Microsoft
Tunnel For MAM which extends the per-app VPN
feature for Android and iOS apps to MAM. There's
also Remote Help, which is a secure way to allow
helpdesk to access the screen of staff to assist them
and Managing specialty devises such as AR/VR
headset and large smart screen devices.


https://docs.microsoft.com/en-us/sccm/comanage/overview
https://docs.microsoft.com/en-us/sccm/comanage/overview
https://docs.microsoft.com/en-us/sccm/mdm/understand/hybrid-mobile-device-management
https://learn.microsoft.com/en-us/mem/intune/fundamentals/intune-add-ons
https://learn.microsoft.com/en-us/mem/intune/fundamentals/intune-add-ons
https://learn.microsoft.com/en-us/mem/analytics/advanced-endpoint-analytics
https://learn.microsoft.com/en-us/mem/intune/protect/epm-overview
https://learn.microsoft.com/en-us/mem/intune/protect/epm-overview
https://learn.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-mam
https://learn.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-mam
https://learn.microsoft.com/en-us/mem/intune/fundamentals/remote-help
https://learn.microsoft.com/en-us/mem/intune/fundamentals/specialty-devices-with-intune
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That doesn’'t mean however that you can leave
it all to Microsoft, there's something called
the Shared Responsibility Model and all cloud
providers have some version of this. There are
some areas that are still your responsibility such
as the endpoints that your users use to access
cloud services, any on-premises infrastructure
that's operating in @ hybrid mode with 0365 and
user provisioning and de-provisioning. There
are also many security controls in 0365 that you
need to customize to suit your business, where
you and Microsoft share the security responsi-
bility. In this chapter we'll ook at these controls
and where and how you configure them.

The foundation for "how you think about secu-
rity” should be Zero Trust, instead of trusting
a connection based on where it's coming from
("if it's on the internal LAN it's safe, from the
outside it's dangerous"), every access is checked
against your Conditional Access rules which
gives you a much better security posture. And
base your security on identity which is the new
Firewall and keep up with new Features in the
security space.


https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://www.microsoft.com/en-us/security/blog/
https://www.microsoft.com/en-us/security/blog/

When thinking about how to defend your systems,
don't forget to take into account attackers moving
from on-premises to the cloud, as we saw in the
Solarwinds breach. If you have M365 ES5 licensing,
you can use attack simulation training to test your
users with fake phishing emails and provide bite
sized training automatically to them based on their
propensity to fall for them. If you'd like more control
and optimization, try out Hornetsecurity's Secu-
rity Awareness Service which delivers fully auto-
mated benchmarking, spear-phishing-simulation
and e-training to sensitize and protect employees
against cyber threats.

Remember Entra ID Premium P1 & P2 which you can
purchase as add-ons to 0365 (included in M365), we
covered their security features in Chapter 7.

There's a strong arqument to be made that relying
on Microsoft both to provide the platform (Office
365) and also paying extra for advanced secu-
rity features from the same company is a conflict
of interest. After all, Microsoft could include more
security features in the base platform (Office 365
E3 and Microsoft 365 E3 for example), rather than
charqging extra for them. As such, many enterprises
choose to opt for a third-party service for advanced
security services on top of the base platform, such
as Hornetsecurity's 365 Total Protection.

14.1: 365 TOTAL PROTECTION

365 Total Protection is a cloud-based security
solution that covers all aspects of an organiza-
tion's Microsoft 365 security management and data
protection: email security, backup and recovery,
compliance, permission management and security
awareness. The solution is specifically developed
for Microsoft 365 and requires no hardware, soft-
ware, or maintenance, while providing much-needed
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layers of additional security and data protection
against spam, malware, and advanced threats.

365 Total Protection from Hornetsecurity comes in
four different plans:

1. 365 Total Protection Business gives you state
of the art email security, spam and malware
protection, signatures, and encrypted email.

2. 365 Total Protection Enterprise adds email
archiving, 10-year retention, eDiscovery,
Advanced Threat Protection (ATP) sandboxing of
suspect emails, URL scanning, OR code analyzer.

3. 365 Total Protection Enterprise Backup adds
automated backup of mailboxes, Teams,
OneDrive and SharePoint and easy recovery,
Windows endpoint backup and recovery.

4. 365 Total Protection Compliance & Awareness
adds Permission Manager, Security Aware-
ness Service and Al Recipient Validation to the
offering.

This wide range of Microsoft 365 security and
compliance features is available in one package and
in one license.

14.2: 365 PERMISSION MANAGER

One of the three pillars of Zero Trust, using
least-privilege access, is remarkably hard to achieve
atscale. Thisis particularly evidentin SharePoint and
OneDrive where you not only have a complex set
of overlapping permission options, but also sharing
of Files and sites with external users, either through
SharePoint, OneDrive, and now 3also commonly
through Teams.

To inventory all these permissions that have been
granted and reporting on them requires browsing
multiple screens or running PowerShell scripts.


https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://www.hornetsecurity.com/en/services/cyber-security-awareness-service/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/cyber-security-awareness-service/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/us/services/365-total-protection/?LP=Hornetsecurity-m365-companion-guide&Cat=Content&ALP=ebook-m365-companion-guide-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-companion-guide&utm_content=ebook

https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-enterprise-backup/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

There's also no easy way to “right-size"” permissions
when they're too broad, nor a quick way to revoke
permissions quickly across all sites when a user
account is discovered to have been compromised
for example.

A unique product from Hornetsecurity, 365 Permis-
sion Manager alleviates all these issues, and more. A
centralized dashboard shows you all your sites, and
how compliant they are with your sharing policies.
To right-size permissions use the simple Fix button,
or in the case of genuine business requirements
for an exception to policy, Approve a special case.
Built-in or custom policies that control external
sharing, internal sharing and associated settings can
be applied to individual SharePoint sites or OneDrive
locations, improving governance and risk manage-
ment considerably.

You can also see permissions across SharePoint,
OneDrive, and Teams for a selected user, very useful
when you suspect an account compromise, or
perhaps in the case of an insider risk investigation.
Another very useful feature is Quick Actions, which
lets you perform bulk actions to manage permis-
sions and maintain a compliant SharePoint, Teams
and OneDrive infrastructure.

14.3: MICROSOFT PURVIEW INFORMATION
PROTECTION

All the governance, Data Loss Prevention (DLP)
and Information Protection features in M365 come
under the Purview umbrella, with the portal located
at compliance.microsoft.com.

Using labels to classify data, either manually or
automatically through crawling documents or
emails lets you start to govern your business infor-
mation. Once a document has been labeled you can
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use MIP or OME to protect it (see below), or control
access on Windows endpoints through policy as
well as manage access in Office for Mac, Windows,
iOS and Android.
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14.4 : MICROSOFT INFORMATION PROTECTION

One of the most powerful and least deployed
features is the ability to protect documents, no
matter where they live. Traditional file / SharePoint
document sharing tightly controlled access at the
server level but as soon as a document is emailed
to someone, or stored on a USB drive, that control
is lost.

With Microsoft Information Protection (MIP) you
can set up labels and rules that encrypt documents
and that carry their user access with them so no
matter how they're shared, only the right people
have access. If you're getting started with MIP,
you'll be using the built-in client in the Office apps
on Windows, Mac, iOS and Android. It's important
to confiqure super user accounts so that you can
access documents when a user leaves the company.
The list of sensitive information types (SITs) grows


https://www.hornetsecurity.com/en/services/365-permission-manager/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-permission-manager/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://compliance.microsoft.com/
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/information-protection/configure-super-users

ever longer and it's now possible to customize the
confidence levels of rules, copy the built-in ones
and customize them and create larger keyword
dictionaries (catch every mention of a staff 1D tag,
or patient record number).

It's possible to co-author protected documents
in real time (with AutoSave support!) and in larger
deployments you can use variables in MIP rules to
facilitate per-app content marking. You can apply
labels (and optionally document encryption) to
documents, SharePoint online sites, and on-prem-
ises SharePoint and file shares. You can 3also scan
images using Optical Character Recognition (OCR)
to catch sensitive information in screenshots and
the like.

Sensitivity labels are now also available for Share-
Point sites, M365 groups and Teams. This doesn't
apply to content stored in those locations but
rather manages privacy of the container, external
user access and can also integrate with Conditional
Access policies to block access from unmanaged
devices for example. You can however configure a
default sensitivity label for a SharePoint site.

14.5: OFFICE 365 MESSAGE ENCRYPTION

In @ similar way to how MIP allows you to share
protected documents with anyone, you can use
0365 Message Encryption to send emails to anyone
and know that only that person can access that
email. Like MIP you can also set up rules so that
emails with specific information in them (credit card
numbers, social security numbers) are automati-
cally encrypted.
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14.6: DATA LOSS PREVENTION

The aim of Data Loss Prevention (DLP) is to help
users do the right thing by alerting them when
they're about to share sensitive data through email,
SharePoint Online, OD4B or Teams. Itcan also beinte-
grated with MIP as Microsoft continues the journey
of unifying labeling and protection across M365.
DLP protection has been extended to Windows 10
and 11 with Endpoint DLP, which can block upload of
documents with sensitive content to cloud storage,
copying sensitive information to the clip board,
USB storage, network shares or printing. There's
also an extension for Google Chrome that extends
DLP protection to browser tasks. DLP has also been
extended to on-premises using the MIP Scanner to
find sensitive documents and alert management for
DLP violations is also vastly improved.
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Endpoint DLP settings

14.7: EXCHANGE ONLINE PROTECTION

Exchange Online Protection (EOP) is the mail
hyqgiene solution for Office 365 and can also protect
your on-premises Exchange mailboxes if you're in
a hybrid deployment (Chapter 8). There are a few
settings you can control for EOP as well as some


https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-coauthoring?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-coauthoring?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/ocr-learn-about?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-default-label?view=o365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/ome
https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started?view=o365-worldwide
https://techcommunity.microsoft.com/t5/microsoft-security-and/microsoft-further-extends-unified-data-loss-prevention/ba-p/2166321
https://techcommunity.microsoft.com/t5/microsoft-security-and/microsoft-further-extends-unified-data-loss-prevention/ba-p/2166321
https://docs.microsoft.com/en-us/office365/securitycompliance/eop/exchange-online-protection-overview

additional configuration you should consider for
complete spam protection such as Sender Policy
Framework (SPF), Domain-based Message Authen-
tication, Reporting, and Conformance (DMARC) and
Domain Keys Identified Mail (DKIM).

IF you find that EOP isn't catching enough malicious
emails consider third party services, Hornetsecurity
offers a free tool called Threat Monitor (requiring
no changes to your MX records) that'll identify
advertising emails (spam), threats and advanced
threats emails and also lets you delete them from
user's mailboxes. Threat Monitor provides valuable
email statistical data for your tenant as to what
EOP is missing, making the case for upgrading email
hygiene services easier.
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14.8: DEFENDER FOR OFFICE 365

Defender for 0365 protections (available in 0365 E5
or as standalone add-ons) builds on top of EOP and
gives you Safe Attachments where attachments in
incoming emails that may be malicious are opened
inside a VM and checked before they're delivered to
end users. Safe Links checks that links in emails and
Office files aren’t malicious at the time when users
click on those links. Anti-phishing detects attempts
to impersonate users, these protections also extend
to SharePoint, OD4B and Teams.
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If you find Defender for Office 365 too pricey (It's
included in M365 E5, E5 Security or as a sepa-
rate add-on) have a look at Hornetsecurity's 365
Total Protection which comes in a Business and
an Enterprise flavor. Business gives you granular
control over email cateqories and content so that
you can block unwanted emails. You can set email
signatures with company disclaimers and use either
PGP or S/MIME for email encryption, with certificate
handling built in. The Enterprise flavor adds email
archiving / journaling with up to 10 years retention,
eDiscovery and sandbox analysis of attachments,
URL rewriting and scanning (both in emails and in
attachments) and Contingency Covering through an
email failover environment when Microsoft 365 is
down.

14.9: AUDITING

One of the great features of the unified platform of
0365 is the ability to audit user and administrator
actions across the entire platform.
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Audit log search


https://docs.microsoft.com/en-us/office365/SecurityCompliance/set-up-spf-in-office-365-to-help-prevent-spoofing
https://docs.microsoft.com/en-us/office365/SecurityCompliance/set-up-spf-in-office-365-to-help-prevent-spoofing
https://docs.microsoft.com/en-us/office365/securitycompliance/use-dmarc-to-validate-email
https://docs.microsoft.com/en-us/office365/securitycompliance/use-dmarc-to-validate-email
https://docs.microsoft.com/en-us/office365/SecurityCompliance/use-dkim-to-validate-outbound-email
https://www.hornetsecurity.com/en/
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description#feature-availability-across-advanced-threat-protection-atp-plans
https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-auditing-and-reporting-overview
https://docs.microsoft.com/en-us/office365/securitycompliance/office-365-auditing-and-reporting-overview

At @ minimum you want to configure alerting on
Entra ID actions, gqo to the Compliance portal —
Search — Audit log search and see all the different
activities you can audit and report on, as well as
create Alert policies for.
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Creating an Alert policy

By default, Office 365 audit logs are kept for 180
days (Entra 1D logs for 30 days), which may not
be sufficient for your business or requlations you
must comply with. You have two options, use a
third-party service to continuously export the logs
and archive them for the time period you require, or
assign M365 E5 (or M365 E5 Compliance / Discovery
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& Audit) licenses to the users who's logs you want
to keep for longer. This unlocks the ability to keep
the logs for 1 or 10 years.

4 )

Audit retention policy

14.10: SAY GOODBYE TO PASSWORDS?

Ultimately the best way to manage passwords is to
not have any stored in your directory and not have
your users use any — this is called passwordless.
There are many steps on the journey towards this
end goal, today you can use the Authenticator app
to sign in on an Azure AD account (not as a second
factor but as the only factor), or Windows Hello for
Business or a FIDO 2 hardware USB/NFC key.


https://docs.microsoft.com/en-us/office365/securitycompliance/create-activity-alerts
https://docs.microsoft.com/en-us/office365/securitycompliance/alerts
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-deployment
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-deployment

Inthe meantime, enable Password protection to ban
commonly used passwords (2000in a list maintained
by Microsoft plus up to 1000 custom words common
in your organization/city/sports teams). This works
seamlessly for cloud only accounts and can easily
be extended to on-premises AD. When you require
your users to reqister for MFA, they also register for
Self-Service Password Reset at the same time.

14.11: BLOCK USER ACCESS

IF you suspect or confirm that a user account has
been compromised the first step should be to
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disable sign-in for the account in the Admin center.

You should be aware however that the user (or
the attacker) isn't immediately logged out from
services they're accessing, and it can take up to an
hour until the block takes effect, due to the life-
time of refresh tokens. The solution to this issue
is Continuous access evaluation which today only
applies to Exchange, Teams and SharePoint online
connectivity and will block access in near real time
(occasionally up to 15 minutes latency due to event
propagation).

-

~

Block sign-in for a user account



https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad
https://www.altaro.com/hyper-v/identities-passwords-azure-active-directory/
https://www.altaro.com/hyper-v/identities-passwords-azure-active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-registration-mfa-sspr-combined
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous-access-evaluation

CHAPTER 15:

15.1: MICROSOFT 365 DEFENDER

Nearly all of Microsoft's M365 focused secu-
rity products have the Defender brand, and the
central console to work with them is security.
microsoft.com. Here you'll find a comprehen-
sive Extended Detection and Response (XDR)
service that collects data from email, identity,
endpoints, cloud services and alerts you to
intruders across your M365 digital estate.


https://security.microsoft.com/
https://security.microsoft.com/

Here's a rundown of the different Defender services:

+ Microsoft Defender For OFfice 365 — This
provides protection for emails, SharePoint sites,
004B and Teams

« Microsoft Defender For Identity — This moni-
tors your on-premises Active Directory (AD),
integrates with your Security Information and
Events Management (SIEM) tool and alerts you
to account breaches, lateral movement and
attacks involving AD

« Microsoft Defender fFor Endpoint — Centralized
management of anti-malware on all endpoints
in your environment (Windows, Linux, macOs,
Android and i0S)

«  Microsoft Defender For Cloud Apps — A Cloud
App Security Broker (CASB), adding features to
match the more modern buzz word, SaasS apps
security posture management.

Microsoft also offers Microsoft Sentinel - a cloud
based SIEM; Microsoft Defender for Cloud (for Azure,
AWS and GCP 1aaS and PaaS workloads) and Entra
for identity management and protection.
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15.2: MICROSOFT DEFENDER FOR ENDPOINT

Microsoft Defender For Endpoint (MDE) is a full-
fledged Endpoint Detection and Response (EDR)
security solution using Machine Learning (ML)
behavior analytics for Windows, MacOS, Linux
servers, i0OS and Android devices. It inventories
installed applications (Windows and MacOS) and
through Threat and Vulnerability Management
(TVM) prioritizes which applications bring the most
severe risks to your organization based on how
widely deployed each application is and the severity
of the disclosed vulnerability. MDE also provides
Attack surface reduction rules and Next gener-
ation protection, along with many other security
features. MDE is available with, M365 E5 / E5 Secu-
rity or as a standalone license.

15.3: MICROSOFT DEFENDER FOR IDENTITY

With M365 E5 you can step up to Defender For
Identity (MDI) which monitors your Active Direc-
tory Domain Controllers, and your Active Directory
Federation Servers with only lightweight agents,
the rest is taken care of by the cloud service. Any
attacker that establishes a foothold on a device in
your network must touch AD to move laterally and
escalate privileges and MDI will catch them when
they do.


https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=o365-worldwide
https://docs.microsoft.com/en-us/defender-for-identity/what-is
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://learn.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps
https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas
https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas
https://learn.microsoft.com/en-us/defender-cloud-apps/security-saas
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/overview-attack-surface-reduction
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-antivirus/microsoft-defender-antivirus-in-windows-10
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-antivirus/microsoft-defender-antivirus-in-windows-10
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-architecture
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-architecture
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

15.4: MICROSOFT DEFENDER FOR CLOUD APPS

Once upon a time when your users stayed in the
corporate office all you needed to protect them
was a qood firewall but in today's world of “work
anywhere, on any device" you need a new type of
tool to protect them, a cloud access security broker.
Microsoft Defender for Cloud Apps (MDA) is part of
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M365 E5 and protects your users in real time when
they access cloud services. The catalogue of over
31,000 different cloud services gives IT a way to
discover and manage Shadow IT (cloud services that
users have provisioned without the IT department
knowing) across your user base.

-

Cloud App Security SaaS catalog



15.5: SECURE SCORE

In the last chapter and this one we've looked at
many of the security controls that you can use. But
where do you start? How do you know what's most
importantto attend to? And wherein all the different
portals (or PowerShell) do you go to confiqure each
setting?

The answers to these questions are in Secure Score,
now part of the Security portal. Here you see an
overall score for your tenant (for Identity / Data /
Device / Apps and Infrastructure controls) and can
compare it to the global average across M365, the
average for your industry and for businesses of the
same size. On the second tab you can see actions
you should take to improve your score, how many
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points each action will give you and the user impact
and administrative effort required.

The answers to these questions are in Secure Score,
now part of the Security portal. Here you see an
overall score for your tenant (for Identity / Data /
Device / Apps and Infrastructure controls) and can
compare it to the global average across M365, the
average for your industry and for businesses of the
same size. On the second tab you can see actions
you should take to improve your score, how many
points each action will give you and the user impact
and administrative effort required.

-

Cloud App Security SaaS catalog


https://security.microsoft.com/securescore?viewid=overview
https://security.microsoft.com/securescore?viewid=overview
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Example action to improve your security

Clicking on an action provides details as to what risks
the control mitigates, which compliance regulation
it matches, the ability to click a button to go directly
to the right area to configure it and the option to tell
the system that you have already mitigated this risk
with a third-party service.

As you implement more controls you score
increases (it can take 24-48 hours), and you track
your progress on the History tab. Secure Score is the
BEST place to start improving your tenant’s security
posture.

I'd like to highlight another control (apart from
MFA) that'll gain you a quick win to improve overall
security — blocking legacy authentication. This is
because even if you have enabled MFA, attackers
can still access your user's accounts with just a
username and password through older protocols
that don't support MFA. To investigate if there are
any legitimate connections using these older proto-
cols (which will need to be upgraded or exempt from
your block legacy authentication policy) qo to the
Azure AD portal, click on Sign-ins under monitoring,
click Add filters, pick Client app, then click “None
selected” and add all 13 leqacy connection options.


https://techcommunity.microsoft.com/t5/azure-active-directory-identity/new-tools-to-block-legacy-authentication-in-your-organization/ba-p/1225302
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Here you can see a tenant with MFA enabled but legacy authentication still enabled with numerous failed
access attempts.

4 )

Entra ID Sign-in attempts using legacy authentication



Once you're certain there are no leqgitimate needs
for legacy authentication, use CA policies to block
it.

The concept of Secure score has spread to other
parts of M365, in Compliance Manager there's
Compliance Score to indicate how compliant your
business is with requlatory frameworks you have to
comply with. Microsoft has recently added hundreds
of additional requlations from all over the world to
help you track your compliance, assign tasks users
to achieve and maintain compliance.
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To manage compliance for your SharePoint and
OneDrive sites and their security posture / sharing
settings using the built in tools is an exercise in frus-
tration as they're spread across several portals. In
contrast, Hornetsecurity's 365 Permission Manager
provides a single pane to see the settings for every
site in your tenant, apply policies, remediate compli-
ance violations, see all access that a particular user
has, produce reports and much more.

-

Compliance score in Compliance Manager


https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
https://compliance.microsoft.com/compliancemanager?viewid=overview
https://www.hornetsecurity.com/en/services/365-permission-manager/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

15.6: SECURITY IS EVERYONE'S
RESPONSIBILITY

The last two chapters have given you a high-level
overview of the many security features available
across M365. The sad truth is that most small to
medium businesses don't implement nearly enough
of the features they have already paid for and even
large enterprises struggle to get these protections
in place for all their users.

Thisis partly due to the inherent complexity of many
of Microsoft's native security features - remember
the saying, "Complexity is the enemy of security”.
That's why many organizations are turning to third-
party security solutions like Hornetsecurity to help
them make key security features more accessible
and reduce complexity.

On the other hand, security neglect is also due to a
certain carelessness, which stems from the fact that
in many businesses a mindset from the on-premise
era still prevails, in which it was thought that (almost)
everything was already done with a firewall - and IT
shops will take care of it.

The world is a different place today: We must under-
stand that the responsibility for security is in all of
our hands and that our cyber defense chain can only
be as strong as its weakest link.

Consider security awareness training for employees
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sinceitis essential to reduce therisk of cyberattacks,
prevent data breaches, and ensure compliance with
requlations. It empowers employees to recognize
and respond to security threats, fostering a strong
cybersecurity culture and protecting both company
assets and reputation. Ultimately, investing in
awareness training leads to cost savings and a safer
digital environment.

15.7: KEEPING MICROSOFT HONEST

If the thought of paying for the underlying plat-
form from Microsoft, and then paying again for the
additional security features on top doesn't sit right
with you, consider a third-party solution for your
M365 security and compliance needs. Hornetsecu-
rity offers several different plans with powerful
Advanced Threat Protection for your email, data
loss prevention (DLP), security awareness service
(end user phishing simulation and training), email
encryption, email archiving and more.

Hornetsecurity also offers an entire free eBook
focused on securing a Microsoft 365 tenant, The
Microsoft 365 Security Checklist. It covers all the
security settings and configurations you need to
know for each M365 license to properly secure your
environment and goes into more detail of the actual
settings than outlined here.


https://www.hornetsecurity.com/us/services/365-total-protection/
https://www.hornetsecurity.com/en/ebook-microsoft-365-security-checklist/
https://www.hornetsecurity.com/en/ebook-microsoft-365-security-checklist/
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

CHAPTER 16:

16.1: NATIVE DATA RESILIENCY

As any capable cloud service, Microsoft takes
the availability of customers data in M365 very
seriously. As previously mentioned, Exchange
mailboxes have Four copies, three up to date
ones and a fourth, lagged copy (up 24 hours
behind). This last copy is used in case of 3
systemic corruption of the other three copies.
These four copies are distributed across at least
two datacentres. All of this is handled automat-
ically by the system and not something end
users will notice.


https://learn.microsoft.com/en-us/compliance/assurance/assurance-exchange-data-resiliency
https://learn.microsoft.com/en-us/compliance/assurance/assurance-exchange-data-resiliency

SharePoint and OneDrive for Business storage
similarly relies on data being stored in two sepa-
rate Azure regions — 3 write will only be consid-
ered completed if it's successfully written to both
reqgions. And the underlying storage uses Append-
Only, ensuring that earlier data can't be corrupted
or encrypted by an attacker. This versioning also
allows the restore of previous versions of files.

Sounds good right? Microsoft clearly takes steps to
protect my data, so | don't have to worry about it?
Not so fast — everything described above is about
data resiliency, and high availability of your data.
What it doesn’t provide, outside of some limited
options, is backup of your data.

Backup are copies of your production data, in a
separate system, that's reqularly (every hour, every
day) copied from production data to the backup
location. This provides the following features:

« Theability to “go back in time"” and restore emails
/ documents / mailboxes / sites to a previous
pointin time — either to a production location, or
a separate export location.

« Theability to access your production datain case
of a catastrophic failure or outage of services in
Microsoft 365.

In other words, data resiliency / high availability is
not the same as backup. They're related but serve
different purposes. Depending on your business
needs or which compliance requlations you must
comply with, you may need both.

Let's cover your native options for restoring earlier
versions of data. With Exchange items (emails,
contacts, calendar appointments), when they're
deleted you can recover them from the Outlook
Deleted Items folder. They're kept there indefinitely
unless you change the policy in your tenant. If
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they're deleted from the Deleted Items folder, you
can recover them for up to 14 days from the Recov-
erable Items hidden folder. You'll need to train your
users how to do this themselves, or make sure your
helpdesk team is prepared to assist on a reqular
basis as the user interface isn't exactly intuitive.

In SharePoint / OneDrive for Business deleted docu-
ments are kept by default for 93 days, first in a user
accessible recycle bin, and if they're purged from
there, in an administrator accessible recycle bin.
Again, the restore process for a document deleted
by mistake isn't straightforward so some training
will be required.

To alter the defaults, you can use Retention Poli-
cies to keep items for longer (they're available
for restore, even if users delete them out of their
Deleted Items folder), these can be applied to both
Exchange and SharePoint data. For Exchange you
also use In-Place and Litigation Holds for select
mailboxes to manage retention.

16.2: 365 TOTAL BACKUP

If you're looking to alleviate the challenges with
using the built in data protection features as 3
recovery solution, Hornetsecurity provides a
comprehensive M365 backup and recovery solution
365 Total Backup or as part of 365 Total Protection
Compliance & Awareness . This protects mailboxes,
Teams Chat, OneDrive for Business storage, Share-
Point sites, plus Windows endpoints. It's simple
to set up and provides comprehensive protection
across your entire tenant.


https://learn.microsoft.com/en-us/compliance/assurance/assurance-sharepoint-onedrive-data-resiliency
https://learn.microsoft.com/en-us/compliance/assurance/assurance-sharepoint-onedrive-data-resiliency
https://learn.microsoft.com/en-us/compliance/assurance/assurance-sharepoint-onedrive-data-resiliency
https://learn.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-management/default-retention-policy
https://www.microsoft.com/en-us/microsoft-365/blog/2015/02/20/extended-email-retention-deleted-items-office-365/
https://learn.microsoft.com/en-us/compliance/assurance/assurance-sharepoint-online-data-deletion
https://learn.microsoft.com/en-us/compliance/assurance/assurance-sharepoint-online-data-deletion
https://learn.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=o365-worldwide&tabs=teams-retention
https://learn.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=o365-worldwide&tabs=teams-retention
https://learn.microsoft.com/en-us/exchange/security-and-compliance/in-place-and-litigation-holds
https://www.hornetsecurity.com/en/services/365-total-backup/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook

NEVER STOP LEARNING!

We hope that this book and its links to more in-depth technical information
has helped quide you on your journey to the cloud and once you have
migrated, the continuing journey, as managing the ever-changing
landscape of M365 is a never-ending ride.

As mentioned in Part 1, keeping abreast of the latest apps and features
in M365 is a never-ending task so reqularly check in with the official
Microsoft resources but also be sure to visit the Hornetsecurity blog for
articles on M365 administration and security.

If you prefer to consume your content in audio or video format, check out
The Security Swarm Podcast — a weekly conversation of the most critical
issues facing the world of cybersecurity today, hosted by Andy Syrewicze,
Security Evangelist at Hornetsecurity. From the malicious use of Al tools
to social engineering scams, each episode hones in on a pertinent topic
dissected by an industry expert and backed up by real-world data direct
from our Security Lab

Good luck!


https://www.hornetsecurity.com/en/news/blog/
https://www.hornetsecurity.com/en/news/blog/podcast/
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Hornetsecurity is a leading global provider of next-generation cloud-based
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PLAN 4 - COMPLIANCE & AWARENESS

FREE TRIAL


https://www.hornetsecurity.com/en/services/365-total-protection-compliance-and-awareness/?LP=Hornetsecurity-m365-CG&Cat=Content&ALP=ebook-m365-CG-Hornetsecurity&utm_source=Hornetsecurity-ebook&utm_medium=content&utm_campaign=m365-CG&utm_content=ebook
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