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Onboarding/activation

SAS-0nly Customers

O Generic 365 tenant synchronization

© Onboarding without activating an email security product.

O After onboarding, the AD variables are synchronized

O Manually onboarding (adding mailboxes/groups manually)

Existing customers do not need additional onboarding

C 365 TOTAL PROTECTION ©

SETUP
Select service @
265 Total Protection Total Protection 365 Total Protection

® BusiNEss (> ENTERPRISE BACKUP

mm Microsoft 365

Generic onboarding

Your onboarding address:

O Leave selection open @ Generic onboarding ® Business @ Enterprise [ ] Enterprise Backup

https://cp.hornetsecurity.com/external _onbo: 0



Awareness Service

* Dashboard and statistics with demo data for all clients

* Dashboard
O Overview of the ESI
O Training KPI

‘ Potentially dangerous emails reported by users: 16,712 Currently, demo data is displayed.
O Training Progress
Overview

Employee Security Index Timeline of the Employee Security Index
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Statistics

*  Phishing simulation * E-Training
O ESI, simulated attacks, group O Training KPI

levels and more O Training Progress

Phishing Simulation  E-Training

‘ Potentially dangerous emails reported by users: 16,712 Currently, demo data is displayed.

Training KPI @ Timeline of the Training KPI
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Configuration — Users and Groups

° Set up groups
O All employees are enrolled
* Position

O Configquration recommended

‘ % SECURITY AWARENESS SERVICE - CONFIGURATION
° Exclude Users/ Groups e

HORNETSECURITY

Group Member count

< Emall address * Groupl(s)



Configuration — Phishing Simulation

* Phishing simulation
O Confiquration of phishing scenarios

O Company settings

Users and Groups  Phishing Simulation  E-Training

@® Activate phishing simulation (including patented spear phishing engine)

‘ The spear phishing engine sends out realistic and customized spear phishing emails in ascending difficulty levels. We recommend you to leave the phishing simulation activated.

BASIC PHISHING SIMULATION SETTINGS ORGANIZATION SETTINGS
Start of phishing simulation Name
HORNETSECURITY oo ]

Frequency of simulated phishing emails @ Form of address @
@ Automatic  ©Q Custom

ah ( ximately 3 emails per month) Language @
——
@® rrivacy mode @ Type of organization
@® -rrovide evaluation to users @ Company

B Public authority

Reporter Button settings

@ Reporter Button @ (0l X Discard changes ' Save

S U P10 SIS Evaluation of the data of the organization on Kununu @

e e

@ Macros @
@® credential phishing @
@® oomain spoofing @

Di simulation scenarios @




ConFiguration

* E-Training
O Activation of E-Trainings
O Activation of Awareness Engine

O Optional: Training Schedule
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Start of the first training

I-I O R N E T S E C U R IT "l', @® The e-training invitation includes the magic link to the Security Hub.

Maximum number of trainings per year @

. Activate Awareness Engine

@® single User Booster @
@D rroductivity Booster @

Description
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SECURITY HUB

HORNETSECURITY

Personalized access for all e
employees =
Access to previous phishing
ENS
Contains E-Training Courses
Tit
@

E-learning

Phishing e-mails

My progress

Control Panel

Your feedback

Imprint Data protection

WELCOME TO THE SECURITY HUB,

Click on the tiles to start a training. The program stores your training statu you can
interrupt the training at any time and continue whenever it is convenient for you. The
symbol in the upper right corner shows the training status of this module. We recommend
loudspeakers or headphones for our e-learnings. Alternatively you can turn on subtitles in

Search for modules or topics

CONTINUE E-LEARNINGS

Pick up where you left off.

Li

SOCIAL ENGINEERING




Monitoring

* Troubleshooting Tool

Monitor Automatically excluded users
O Listed if for eq. they are not existing anymore

% SECURITY AWARENESS SERVICE - MONITORING
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¥ Reinclude all users ® Exclude all users

Email address




Further InfFormation

*  Whitelist confiquration
O Depending on Systems used

© How To Documented in manual

* Recommended to sent an internal announcement

g O Template available with activation of the Service

HORNETSECURITY * Recommended to have a break of 1 week between E-Training activation and
First Phishing Mails

l l l

Initial E-Training
delivery
(default after 1 week)

Break First Phishing Mails
(1 week) (default 2 weeks after activation)

To be executed by customer

I Automatic
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