
WHAT IS YOUR CURRENT ROLE?

System administrator 38.4% (355 resp.)
1

Other role in charge of I.T. 16.4% (152 resp.)
2

MSP (Managed Service Provider) 16% (148 resp.)
3

Business leader who handles I.T. 13.7% (127 resp.)
4

CIO/CTO/CISO 10.4% (96 resp.)
5

Employee with no control over I.T. 3.9% (36 resp.)
6

Business leader who does not handle I.T. 1.2% (11 resp.)
7



WHAT PERCENTAGE OF YOUR ORGANIZATION’S 
EMPLOYEES WORK REMOTELY ON A REGULAR BASIS?

0-10 23.6% (206 resp.)
1

11-20 10% (87 resp.)
2

21-30 8.1% (71 resp.)
3

31-40 4.2% (37 resp.)
4

41-50 13.3% (116 resp.)
5

51-60 5.9% (52 resp.)
6

61-70 4.3% (38 resp.)
7

71-80 11.1% (97 resp.)
8

81-90 5.9% (52 resp.)
9

91-100 13.6% (119 resp.)
10

Average 47.6% (875 resp.)
11



DO YOU THINK THAT THESE EMPLOYEES ARE SECURE 
WHILE WORKING REMOTELY?

Yes 82.1% (721 resp.)
1

No 17.9% (157 resp.)
2



DO YOU THINK THAT REMOTE WORK INTRODUCES 
CYBER SECURITY RISKS THAT ARE NOT PRESENT WHEN 
EMPLOYEES ARE PHYSICALLY AT THEIR PLACE OF WORK?

Yes 79.5% (698 resp.)
1

No 12% (105 resp.)
2

Not sure 8.5% (75 resp.)
3



ARE YOUR ORGANIZATION’S EMPLOYEES ABLE TO 
ACCESS SENSITIVE WORK-RELATED DATA THROUGH 
PERSONAL DEVICES? E.G. EMAILS OR CLOUD STORAGE.

Yes 73.8% (648 resp.)
1

No 26.2% (230 resp.)
2



HAS YOUR ORGANIZATION EXPERIENCED ANY 
CYBER SECURITY INCIDENTS THAT WERE RELATED 
TO AN EMPLOYEE WORKING REMOTELY?

Yes 13.8% (121 resp.)
1

No 86.2% (757 resp.)
2



WHAT WAS THE SOURCE OF THE INCIDENT?

Compromised endpoint 28.1% (34 resp.)
1

Compromised login credentials 28.1% (34 resp.)
2

Uncontrolled �le sharing 15.7% (19 resp.)
3

Unsecured or public network 11.6% (14 resp.)
4

Lack of physical security or privacy in public places 9.1% (11 resp.)
5

Other 7.4% (9 resp.)
6



WHAT SECURITY MEASURES IS YOUR ORGANIZATION 
USING FOR REMOTE WORKERS?

VPN 83% (729 resp.)
1

Multi-factor authentication 82.2% (722 resp.)
2

Endpoint detection software 55.5% (487 resp.)
3

Endpoint activity monitoring 42.7% (375 resp.)
4

Conditional access 40.9% (359 resp.)
5

Password management software 40.5% (356 resp.)
6

Endpoint data transfer limitations (e.g. disabled USB ports) 27% (237 resp.)
7

Application whitelisting 22.3% (196 resp.)
8

Other 4.2% (37 resp.)
9



HOW CONFIDENT ARE YOU IN YOUR REMOTE 
MANAGEMENT SECURITY MEASURES?

Not con�dent
at all

Moderately
con�dent

Extremely
con�dent

3.9%
(34 resp.)

37.2%
(327 resp.)

45.7%
(401 resp.)

11.2%
(98 resp.)

1 2 3 4 5

2.1%
(18 resp.)



DOES YOUR ORGANIZATION PROVIDE CYBER 
SECURITY AWARENESS TRAINING TO END-USERS 
WHO WORK REMOTELY?

Yes 67.7% (594 resp.)
1

No 32.3% (284 resp.)
2



DOES YOUR ORGANIZATION PLAN ON INCREASING
THE PERCENTAGE OF REMOTE EMPLOYEES VERSUS
ON-PREMISES EMPLOYEES WITHIN THE NEXT 5 YEARS?

Yes 44.3% (389 resp.)
1

No 55.7% (489 resp.)
2



WHAT TYPES OF ENDPOINTS DO REMOTE WORKERS 
IN YOUR ORGANIZATION USE?

Endpoints are procured, con�gured, and sent 
to remote employees by the organization 76.9% (675 resp.)1

Remote employees use their own devices (BYOD)
with some endpoint con�guration 15.3% (134 resp.)2

Remote employees use their own devices (BYOD)
with no endpoint con�guration 6.4% (56 resp.)3

Other 1.5% (13 resp.)
4



HOW ARE CONFIGURED ENDPOINTS BEING 
MANAGED WITHIN YOUR ORGANIZATION?

Group policy 60.7% (533 resp.)
1

RMM (Remote Monitoring & Management) Tool 43.4% (381 resp.)
2

Microsoft Endpoint Con�guration Manager / Intune 36% (316 resp.)
3

Cloud policy service 22.4% (197 resp.)
4

No endpoint management system is used 10.9% (96 resp.)
5

Other 5.8% (51 resp.)
6



DO YOU OR ANY EMPLOYEES IN YOUR ORGANIZATION 
WORK REMOTELY?

Yes 85.1% (40 resp.)
1

No 14.9% (7 resp.)
2



DO YOU THINK THAT YOUR ORGANIZATION’S DATA 
IS SECURE WHILE EMPLOYEES WORK REMOTELY?

Yes 74.5% (35 resp.)
1

No 25.5% (12 resp.)
2



DO YOU THINK THAT REMOTE WORK INTRODUCES 
CYBER SECURITY RISKS THAT ARE NOT PRESENT WHEN 
EMPLOYEES ARE PHYSICALLY AT THEIR PLACE OF WORK?

Yes 70.2% (33 resp.)
1

Not sure 17% (8 resp.)
2

No 12.8% (6 resp.)
3



DO YOU THINK YOUR ORGANIZATION PLANS TO MAKE 
REMOTE WORK MORE OR LESS AVAILABLE IN THE 
NEAR FUTURE?

No change from the present 46.8% (22 resp.)
1

More available 38.3% (18 resp.)
2

Less available 14.9% (7 resp.)
3



DO YOU THINK REMOTE WORKING IS A NET 
POSITIVE OR A NET NEGATIVE FOR YOUR 
ORGANIZATION’S OPERATION?

Net positive 72.3% (34 resp.)
1

Unsure 17% (8 resp.)
2

Net negative 10.6% (5 resp.)
3



DO YOU THINK YOUR ORGANIZATION’S REMOTE 
WORKING SECURITY MEASURES CAUSE UNNECESSARY 
INTERFERENCE IN YOUR WORK?

No 57.4% (27 resp.)
1

Indi�erent 27.7% (13 resp.)
2

Yes 14.9% (7 resp.)
3



MY COMPANY:

Provides I.T. Managed Services 36.5% (338 resp.)
1

Uses only internal I.T. resources 34.8% (322 resp.)
2

Uses an MSP (Managed Service Provider), I.T. Consultant, 
or Value Added Reseller 17.1% (158 resp.)3

Uses a shared I.T. resource 7.1% (66 resp.)
4

Has a single individual responsible for I.T., 
but it’s not their primary role 4.4% (41 resp.)5



ARE YOU A/AN:

I.T. Professional 71.5% (661 resp.)
1

I.T. Director 17% (157 resp.)
2

None of the above 8% (74 resp.)
3

CISO 2.7% (25 resp.)
4

Compliance O�cer 0.9% (8 resp.)
5



HOW MANY YEARS HAVE YOU BEEN IN THE 
I.T. INDUSTRY FOR?

20+ years 42.8% (396 resp.)
1

16 - 20 years 17.7% (164 resp.)
2

11 - 15 years 16.9% (156 resp.)
3

6 - 10 years 14.9% (138 resp.)
4

1 - 5 years 7.7% (71 resp.)
5



WHAT INDUSTRY VERTICAL ARE YOU A PART OF?

Software or I.T. 32.6% (302 resp.)
1

Engineering or manufacturing 10.5% (97 resp.)
2

Education 10.2% (94 resp.)
3

Healthcare 6.8% (63 resp.)
4

Financial Services 6.5% (60 resp.)
5

Government or Public Administration 5.1% (47 resp.)
6

Retail 3.1% (29 resp.)
7

Telecommunications 3.1% (29 resp.)
8

Transport or logistics 2.7% (25 resp.)
9

Energy or Utilities 1.8% (17 resp.)
10

Hospitality or events 1.7% (16 resp.)
11

Insurance 1.5% (14 resp.)
12

Legal Services 1.5% (14 resp.)
13

Agriculture 1.2% (11 resp.)
14

Property or construction 1.2% (11 resp.)
15

Chemical or Pharmaceutical 1.1% (10 resp.)
16

Mass Media 1.1% (10 resp.)
17

Military or Defense 1% (9 resp.)
18

Environment or agriculture 0.6% (6 resp.)
19

Marketing, advertising or PR 0.6% (6 resp.)
20

Recruitment or HR 0.3% (3 resp.)
21

Law enforcement and security 0.1% (1 resp.)
22

Sports and leisure 0.1% (1 resp.)
23

Other 5.4% (50 resp.)
24



WHERE ARE YOU BASED?

North America 46.7% (432 resp.)
1

Europe 41.7% (386 resp.)
2

Asia 5% (46 resp.)
3

Australia 3.1% (29 resp.)
4

Africa 1.8% (17 resp.)
5

Middle East 1.2% (11 resp.)
6

South America 0.4% (4 resp.)
7



WHAT’S THE SIZE OF YOUR ORGANIZATION?

1 - 50 40.5% (375 resp.)
1

1,000+ 20.2% (187 resp.)
2

51 - 200 19.8% (183 resp.)
3

201 - 500 11.2% (104 resp.)
4

501 - 999 8.2% (76 resp.)
5


