WHAT IS YOUR CURRENT ROLE?

System adminsator 38.4% 055 esp)

Otherle i charge of LT Teas 152re)

P (Managed senice rovider) 1658 148 resp)

Business eader who handles T 137027 resp)

corcroraso 1045 G6resp)

Employse with no contrlover 1. 39% B6resp)

Busines lader who doss nothandle LT 2% 11 resp)

OO0
[



WHAT PERCENTAGE OF YOUR ORGANIZATION'S
EMPLOYEES WORK REMOTELY ON A REGULAR BASIS?

o0 236% @06 esp)

nao 10% 87 resp)

@ 230 81%01 s

-

@ 30 A7)
[ ]

@ a0 3% 6]
-_—

@ 5160 595 (52resp)

@ a0 PR
[ ]

ne 111507 resp)
-

@ 10 5o (52resp)
-

1100 1388 M9resp)
-_—

@ Aversge 7% @75 resp)



DO YOU THINK THAT THESE EMPLOYEES ARE SECURE
WHILE WORKING REMOTELY?

ver 821%021 resp
No 157 )



DO YOU THINK THAT REMOTE WORK INTRODUCES
CYBER SECURITY RISKS THAT ARE NOT PRESENT WHEN
EMPLOYEES ARE PHYSICALLY AT THEIR PLACE OF WORK?

ver 79.5% 698 esp
No 2% 105 resp)



ARE YOUR ORGANIZATION'S EMPLOYEES ABLE TO
ACCESS SENSITIVE WORK-RELATED DATA THROUGH
PERSONAL DEVICES? E.G. EMAILS OR CLOUD STORAGE.

s 73858 Gi8resp)

262% @30 1e5p)

oF



HAS YOUR ORGANIZATION EXPERIENCED ANY
CYBER SECURITY INCIDENTS THAT WERE RELATED
TO AN EMPLOYEE WORKING REMOTELY?

1R 021 )

862%757 resp)




WHAT WAS THE SOURCE OF THE INCIDENT?

Compromised sndpoint 1% 030resp)

Compromised ogin credentals 281% 34 resp)

Uncontrolled e sharing 1575 09resp)

Unsecuredorpublc network 116% (14resp)

Lackof physicl securityor privacy i public paces 156011 resp)

otner 2

@@@I@G)@



WHAT SECURITY MEASURES IS YOUR ORGANIZATION
USING FOR REMOTE WORKERS?

CHONONORONONONONO)

%729 e

Multfacor authentication

Endpoint detction softwere

Endpointactivity moritaring

Conditonslsccess

Passuord managemen sotware

Endpoin dta tansfermtations e dsabled USB ports)

Applcation whitelsting

other

2202 1e5m)

55.5% @87 resp)

277 esp)

09% 359 resp

w05 Essre)

257 resp)

23% 096 resp)

207 )



HOW CONFIDENT ARE YOU IN YOUR REMOTE
MANAGEMENT SECURITY MEASURES?

2% 39 w2 nas%
torep) ey 627 resp) @01 vesp) @8 res:

ml_
® 66 O

Not confient Moderatey Extemely
aral nident contient



DOES YOUR ORGANIZATION PROVIDE CYBER
SECURITY AWARENESS TRAINING TO END-USERS
'WHO WORK REMOTELY?

@ ves 7% (534 esp
No 323% 284 esp



DOES YOUR ORGANIZATION PLAN ON INCREASING
THE PERCENTAGE OF REMOTE EMPLOYEES VERSUS
ON-PREMISES EMPLOYEES WITHIN THE NEXT 5 YEARS?

@ ves 243% 389 esp
No 557% 489 resp



WHAT TYPES OF ENDPOINTS DO REMOTE WORKERS
IN YOUR ORGANIZATION USE?

Endpoinsare procured, configure and sent
o remote employees by the rganization Tesm 675 resp)
Remote employees use therow devices (3Y0D)

vithsome endpoint configuraton 153134

Remote employees se therow dvice (8Y0D)
with o endpaint confiouration s issresp)

Other 5% 13 resp)



HOW ARE CONFIGURED ENDPOINTS BEING
MANAGED WITHIN YOUR ORGANIZATION?

©

®
®
®
®
®

ouppolcy

RN (Remote Moritoing & Managemen)Tool

Microsot Endpolnt Configuration Manager Itune

Cloud polc senvice

Noendpoint management st s used

07% 533 esp

£ 381 )

seni6resp)

24%097 esp)

109% 96 esp)

55551 resp



DO YOU OR ANY EMPLOYEES IN YOUR ORGANIZATION
WORK REMOTELY?

@ s a51% @0 e
No 149% 7 resp



DO YOU THINK THAT YOUR ORGANIZATION'S DATA
1S SECURE WHILE EMPLOYEES WORK REMOTELY?

@ s 745935 e
No 5% 02001



DO YOU THINK THAT REMOTE WORK INTRODUCES
CYBER SECURITY RISKS THAT ARE NOT PRESENT WHEN
EMPLOYEES ARE PHYSICALLY AT THEIR PLACE OF WORK?

@ Yes 702933 e
@ Notsure 1768 resp)
No 1285 6resp)



DO YOU THINK YOUR ORGANIZATION PLANS TO MAKE
REMOTE WORK MORE OR LESS AVAILABLE IN THE
NEAR FUTURE?

@ Nochange from the present ss%21e5p)
@ More vaiable 383% 08 resp)

@ Less vaitle 149% 7 resp)



DO YOU THINK REMOTE WORKING IS A NET
POSITIVE OR A NET NEGATIVE FOR YOUR

ORGANIZATION'S OPERATION?

@ Netposiive 723934 e
L

@ Unsure 1768 resp)
L}

@ Netnegatve 1085 5resp)



DO YOU THINK YOUR ORGANIZATION'S REMOTE
WORKING SECURITY MEASURES CAUSE UNNECESSARY
INTERFERENCE IN YOUR WORK?

@ No 5745 27 resp
@ Inciferent 2% 03resp)

@ Yes 14950 rep)
-



MY COMPANY:

©
®
®
®
®

Provides T Managed Services

Uses onlyintenal T resources

Uses an WP (Managed Sevice Provider) LT Consultant
orValue Added Reseler

Uses ashared LT resource

s singe indvidulrespansble o I T
butitsnot thei primary role.

365% (338 esp

samn 2210

1% 158resp)

7% caresp)

A1 )



ARE YOU A/AN:
T Professionsl

[

Nane of theabove.

aso

Compliance Offcer

ONONONONC)

71.5% 661 resp)

17057 resp)

8% 74resp)

27%as s

9% Bresp)



HOW MANY YEARS HAVE YOU BEEN IN THE
LT.INDUSTRY FOR?

@ 20 years 285 306 resp)

@ 16-20years 7% 168 resp)
@ 1S yens 165w 156 resp)
@ 5 T0years 149%(138 esp)

' iwars 77% 71 resp



WHAT INDUSTRY VERTICAL ARE YOU A PART OF?

Softuareor LT

Engineering or manufacturing

Education

Healtheare:

FianciaServices

Govemnment o Public Adminstation
Retwil

Tanspert orlogistics
Energy or Utities
Hosptaltyorcvents
nsurance

Logalsevices

Aicuture

Propery or constrction
Chemicl o Pharmacticsl
Massecia

Wilkary o Defense

Envionment oragriculture

Marketing, acvertising or PR
(

@ Recruitmentor R
(

@ Lowenforcement nd secrity
I

@ Sportsandleire
[

otner
-

CHONONONONONONONONONONONONONONONONONC)

326%6021esp)

105% 97 resp)

102% B4 resp)

s e rep)

s 6oresp)

S1%0 U7 esp)

31% 9resp)

31% 9resp)

27%usrsp)

18007 esp)

17% 16resp)

15% 14resp)

15% 14resp)

2% 11 resp)

12%01 resp)

1% 10resp)

1% 10resp)

15018 resp)

6% Gresp)

0% Gresp)

03%Bresp)

0% res)

0% )

S is0rsp)



WHERE ARE YOU BASED?

ONONONORONONC)

North America
Europe
st
st

Midd East

672 1esp)

7% 386 resp)

5% doresp)

315 9resp

1850 07 esp)

1% 01 esp)

0% @resp)



WHAT'S THE SIZE OF YOUR ORGANIZATION?

@ 150 05%375 resp
@ 1000+ 202%087 resp)
@ s1-200 198% (183 resp)
@ 201-500 112% (104 resp

a2 sresn)




