WHAT IS YOUR CURRENT ROLE?

Part of an Internal |.T. Department

Managed Service Provider or part of an MSP team

Business owner who handles |.T.

Other role in charge of I.T.

No control over IT.

® OO 606
|

46.5% (374 resp.)

23% (185 resp))

13.4% (108 resp.)

11.2% (S0 resp.)

5.8% (47 resp.)



DOES YOUR ORGANIZATION HAVE A DEDICATED
COMPLIANCE OFFICER?

@ Yes 40% (303 resp.)
@ No 60% (454 resp.)




DOES YOUR ORGANIZATION HAVE A DEDICATED
I.T. SECURITY OFFICER (CISO)?

@ Yes 42.9% (325 resp.)
@ No 571% (432 resp.)




HAVE YOU BEEN THE TARGET OF A SECURITY RELATED
INCIDENT IN THE LAST 12 MONTHS?

Yes 27.6% (209 resp.)

@ No 72.4% (548 resp.)




WHAT WAS THE VECTOR OF ATTACK?

Email Spam Campaign

Phishing / Credential Theft

Email Fraud

Compromised Endpoint

Zero-Day Threat

Supply Chain Attack

Insider Threat

Other
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61.2% (128 resp.)

58.4% (122 resp.)

41.1% (86 resp.)

29.2% (61 resp.)

12.7% (37 resp.)

9.6% (20 resp.)

6.7% (14 resp.)

2.4% (5 resp)



WHAT ARE YOUR BIGGEST SECURITY CONCERNS
FOR THE NEXT 12 MONTHS?
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Ransomware

85.6% (648 resp.)

Spam / Viruses / Malware

Zero-Day Threats

Data theft

Lack of Effective Backup and DR

Insider Threat

CEO/CFO Fraud

Other

69.6% (527 resp.)

§45.6% (345 resp.)

3721% (281 resp.)

26°% (197 resp.)

20.3% (154 resp.)

11.5% (87 resp.)

4.2% (32 resp.)



DO THESE SECURITY CONCERNS DRIVE I.T. SPEND?
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Some of the time

Most of the time

Half the time

All of the time

=
m
<
m
-

56.4% (427 resp.)

18.2% (138 resp.)

11.1% (84 resp.)

10.2% (77 resp.)

4.1% (31 resp.)



WHICH OF THE FOLLOWING CATEGORIES INFLUENCE

YOUR I.T. SECURITY BUDGET THE MOST?
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Ransomware

Spam / Viruses / Malware

Effective Backup and DR

Zero-Day Threats

Data theft

Insider Threat

CEO/CFO Fraud

65.9% (499 resp.)

60.5% (458 resp.)

56.1% (425 resp.)

32.1% (243 resp.)

31.4% (238 resp.)

12.9% (98 resp.)

7.9% (60 resp.)



WHAT IS THE MAIN ROADBLOCK TO IMPLEMENTING
SECURITY FEATURES IN YOUR ORGANIZATION?
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Not enough time or resources

Lack of Budget

Skilling issues and / or lack of knowledge

Lack of interest from management

62.6% (474 resp.)

44.6% (338 resp.)

36.2% (274 resp.)

23.1% (175 resp.)

2.1% (16 resp.)



WHAT TYPES OF SECURITY DO YOU USE
WITHIN YOUR ORGANIZATION?
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Spam filtration 84.4% (639 resp.)

Multi-Factor authentication 82.7% (626 resp.)

Web traffic filtration 68.8% (521 resp.)

Permissions management 66.4% (503 resp.)

I.T. Security awareness training For users 61.2% (463 resn.,)

Endpoint Backup Solutions 52.6% (398 resp.)

Email Encryption 44.8% (339 resp)

File / Folder Encryption 42.3% (320 resp.)

Data Loss Prevention Features 41.5% (314 resp.)

I.T. Team access auditing and just-in-time access 24.6% (186 resp.)

SIEM Solution (Such as Azure Sentinel) 14.1% (107 resp.)

Other 0.3% (2 resp))



DOES YOUR ORGANIZATION HAVE A
CHANGE TRACKING AND REVIEW PROCESS?

@ Yes 44.5% (337 resp.)
@ No 55.5% (420 resp.)




DO YOU USE MICROSOFT 365 IN YOUR ORGANIZATION?

@ Yes 80.2% (607 resp.)

No 19.8% (150 resp.)




WHAT IS YOUR MOST COMMON MICROSOFT 365
LICENSING SKU?

M365 Business Standard 29% (176 resp.)
R

M365 E3 18.5% (112 resp))
[

M365 Business Premium 16.6% (101 resp.)
2

0365E3 15.2% (S2 resp.)
N

M365 ES 1.7% (71 resp.)
.

0365 E5 9.1% (55 resp,)



ARE YOU LICENSING ANY OF THE
ENTERPRISE MOBILITY & SECURITY SKUs?

@ None 65.2% (396 resp.)

Both 15.2% (92 resp.)
EMS E3 11.4% (69 resp.)
EMS E5 8.2% (50 resp.)



WHICH SECURITY FEATURES FROM THE MICROSOFT 365
STACK ARE USED WITHIN YOUR ORGANIZATION?
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Defender For Microsoft 365

Conditional Access

Defender for Endpoint

Data Loss Prevention

Secure Score

Defender for Identity

Other

73.3% (445 resp.)

41.2% (250 resp.)

38.2% (232 resp.)

22.7% (168 resp.)

25.2°% (153 resp.)

20.9% (127 resp.)

12.2% (74 resp.)

3.1% (19 resp.)



IS YOUR ORGANIZATION SUBJECT TO ANY

OF THE FOLLOWING REGULATORY REQUIREMENTS?
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39% (295 resp.)

36.5% (276 resp)

19.3% (146 resp.)

18.6% (141 resp.)

9% (68 resp.)

5.2% (39 resp.)

2.6% (20 resp.)



DOES YOUR ORGANIZATION INVEST IN L.T. SECURITY
BEYOND REGULATORY REQUIREMENTS?

@ Yes 70.5% (339 resp.)

No 29.5% (142 resp.)




DO THE COMPLIANCE REQUIREMENTS LISTED
IN THE PREVIOUS QUESTION DRIVE |.T. SPEND?

Some of the time 52.8% (254 resp.)

Most of the time 12.3% (83 resp.)

Half the time 13.1% (63 resp.)

All of the time 8.7% (42 resp.)

8.1% (39 resp.)
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WHAT IS THE MAIN ROADBLOCK TO IMPLEMENTING
COMPLIANCE NEEDS IN YOUR ORGANIZATION?
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Not enough time or resources

Lack of Budget

Skilling issues and / or lack of knowledge

Lack of interest from management

65.1% (313 resp.)

40.1% (193 resp.)

38.7% (186 resp.)

20% (96 resp))

3.7% (18 resp.)



MY COMPANY:

ONORONONG

Provides I.T. Managed Services 37.3% (282 resp.)

Uses only internal I.T. resources 31.4% (238 resp)

Uses an MSP (Managed Service Provider), I.T. Consultant,
or VValue Added Reseller 21.8% (165 resp.)

Has a single individual responsible for I.T., but it's not their primary role 5% (38 resp.)

Uses a shared I.T. resource 4.5% (34 resp.)



ARE YOU A/AN:

ONORONONG

I.T. Professional

I.T. Director

None of the above

CISO

Compliance Officer

69.5% (526 resp.)

18.4% (139 resp.)

8.2% (62 resp.)

2.2% (17 resp.)

1.7% (13 resp.)



WHAT INDUSTRY VERTICAL ARE YOU A PART OF?

Software or 1T, 37.3% (282 resp)

Education 9.8% (74 resp)

Engineering or manufacturing 9.8% (74 resp)

Government or Public Administration

Healthcare B.2% (4 resp.)

Financial Services S54% (4] resp))

Retall 3.3% (25

Energy or Utilities 24% (18 resp |

Telecommunications 24% (18 resp)
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Transpart or logistics 2% (15 resp))
Chemical or Pharmaceutical 1.7% |

Insurance 1.6% (12 resp)

Property or construction 1.6% 12 resp)

Agriculture 1.2% (Sresp)

Legal Services 12% (9 resp)

Hospitality or events 0.7% (5 resp)

ass Media 0.7% (5resp)

Marketing, advertising or PR 0.5% |4 resp)

Law enforcement and security 0.4% (Zresp)

Military or Defense 0.3% (7 resp)

Environment or agriculture 0% (1 resp)

Recruitment or HR

Sports and leisure 0% (0 resp)

Dther 4.9% (37 resp)

O,
O,
@)
O,
@
@
@
@
@
@)



HOW MANY YEARS HAVE YOU BEEN
IN THE L.T. INDUSTRY FOR?

20+ years 51.5% (390 resp.)

16-20 years 14.3% (108 resp.)

= 13.5% (102 resp.)
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10-15 years 13.2°% (100 resp.)

1-5 years 7.5% (57 resp.)
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WHERE ARE YOU BASED?

ORONONONORONO

North America

Europe

Asia

Australia

Africa

Middle East

South America

44.1% (334 resp.)

40.6% (307 resp.)

4.4% (33 resp.)

3.8% (29 resp.)

3.4% (26 resp.)

2% (15 resp.)

1.7% (13 resp.)



WHAT'S THE SIZE OF YOUR BUSINESS?

@ 1-50 43.5% (329 resp.)

51-200 18.8% (142 resp.)
A

1,000+ 18.5% (140 resp.)
e

201 - 500 12.8% (S7 resp.)
i

501 - 999 6.5% (49 resp))



